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Abstract—In this paper, we discuss the possibility of secing
High Altitude Platform Networks (HAP) networks with
intrusion detection systems (IDS). We assume thatis a 802.16
network, in point-to-multi point mode. An analysis of possible
threats and attack sources is given. Based on thabalysis and
specific properties of HAP networks an IDS conceptis
proposed. The main idea of the concept is that a tweork-based
IDS system is collocated with the base station (BSpftware.
The BS is on board the HAP. The extensions to th@wcept, in
order to provide for prevention feature, are outlined. In that
case, the correlation module is a publish/subscribserver for
dissemination of events that are the results of akecorrelation.
Its subscribers are policy enforcement points in ta HAP
network.

Keywords-high altitude platforms;, |EEE 802.16; intrusion
detection system; network security

l. INTRODUCTION

In the recent years, there has been a strong imeent
research of High Altitude Platform (HAP) network&hile
in the first place they were envisioned as a mdansapid
provisioning of connectivity in the case of disastbecause

HAP is defined as a solar-powered unmanned aimship
airplane, capable of long endurance on-station efsdv
months or more) [7]. The HAP payload can be a cetepl
base station. Besides up- and down-links to ther use
terminals, and backhaul links, links to satellitesn be
established as well. In some scenarios, where mietwaf
HAPs are applied, there are also inter-HAP links.

The coverage region is determined by line-of-sight
propagation and the minimum elevation angle atgtioaind
terminal. The advantages of HAP communicationgdre

1. Large area coverage (compared with terrestrial
systems)

2. Flexibility to respond to traffic demands - filebe
and responsive frequency reuse patterns and cadks,si
unconstrained by the physical location of baseaestat

3. Low cost - cheaper to launch than a geostatyonar
satellite or a constellation of Low Earth Orbit @QE
satellites, cheaper to deploy than a terrestrial/onk.

4. Incremental deployment - service may be provided
initially with a single HAP and expanded graduallyin
contrast to LEO satellites.

5. Rapid deployment - it is possible to design,
implement and a deploy HAP service relatively glyick

of the short time needed to launch a HAP vehicld anespecia”y when Compared to satellites.

establish connectivity), soon other scenarios haeen
proposed as well. For example, in rural areas, sgtrce or
not existing ground infrastructure, HAPs can beduse
provide broadband connectivity, see Fig 1. Anopssible
application is in mobile sites (e.g., trains). Apations in

6. Platform and payload upgrading - can be relbtive
easily and safely brought down for payload upgrgdin

7. Environmentally friendly

The backhaul link is realized using cellular scheow
because a single link can not provide full backregacity.

military communications are also considered. Res®as  Thys there are going to be a number of distribbickhaul
envisioned high-rate communications (up to 120 Mb/sground stations, though this number can be fewan the
coverage area up to 60 km wide [6]. There are terpected  modulation schemes that would be used in backhaks, |

scenarios regarding the position of HAP in the tmdnd
path [6]:

which would provide greater capacity [7].
HAP-based services have been allocated frequebgies

* Isolated from any core networks, providing the ITU at 47/48 GHZ, also at 28 GHz in ITU Regi®n

connectivity for private networks

. Between core networks as point-to-point trunk

connections

Asia.
Most of the scenarios predict use of HAPs for 862.1
networks, although Universal Mobile Telecommunicasi

* In the access network, providing users with a&cessystem (UMTS) is present in application scenarmsvall,

to core networks

The significance of first-responder communicati¢asg.,
Enhanced 911 service in US) during catastrophicitsvis
utmost. Such services can be provided by dispaicHiAP
vehicle with telecommunications equipment in thiected
area.
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albeit in much smaller extent. We assume that &02.1
network is in point-to-multi point (PMP) mode. Witagard

to physical characteristics of the network, HAPugually
positioned at an altitude of approximately 17-2rkieters.

It covers up to 256 cells.
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Use of HAP platforms for different applications Heeen Security protocols use Security Associations (SARere
studied in the scope of several projects (HAPCOEU- are three types of SAs: primary, static and dynaPitnary
COST action 297, HELINET and CAPANINA EU are established during initialization process. iStand
Framework Programme projects), but to the best wf o dynamic can be shared between different subscstia¢ions
knowledge this is the first analysis of the podisits for  (SS). Shared information may include traffic entigp key
protection of HAP WiMAX networks with IDS systems. (TEK) and initialization vector (IV).

Section 2 briefly presents security mechanisms #nat BS is responsible for maintaining keying informatir
used in 802.16 networks. Section 3 describes aathite of all SAs. SA keying material has limited lifetime.héh BS
a network based intrusion detection system for B®2. provides SS with a keying material, it includesomfiation
networks. It includes analysis of possible threaid possible on remaining lifetime. Keying system is a two-t@re. The
improvements in order to realize prevention feafesides first tier is: using public keys, BS sends authatiin key
detection). Section 4 contains concluding remarks. (AK) to SS. The second tier is that by using AKe fhEK

exchange is protected.
PKM protocol is used for synchronization of keying
Il SECURITY MECHANISMS IN802.16NETWORK information between BS and SS. PKM has two finittes
TECHNOLOGY machines: Authorization and TEK exchange. PKM

Compared to IEEE 802.11, a serious effort has beeduthorization is realized as an exchange of thregsages. In
undertaken in designing the security mechanismiEEE ~ this exchange, SS provides BS with its certificates
802.16. The following description is based on [1]. (certlflcz?lte of the manufacturer a_nd of the st.attealf) - BS .

IEEE 802.16 protocol stack contains Media Acces@uthenticates SS, and BS provides SS with AK artth wi
Control (MAC) layer, which is divided into threetdayers identification of SAs it is authorized to accesseyK
(convergence sublayer, common part sublayer andgyi encryption key (KEK) and message authenticatiors kag
sublayer). Service specific convergence sublayer tam  derived from AK. Security components use X.509 \ters3
types, one that interfaces ATM as upper layer, thedother ~ certificates. PKM TEK exchange is an exchange af tw
for TCP/IP. Common part sublayer is the core palEGE  three messages, in which BS sends TEK parameteesiéh
802.16 MAC. It manages connections and bandwidttorey ~ requested SA. Three messages are exchanged. PkM is
other functions. There are three types of connestio cl!ent/server protocol where SS is a client. PKMuKRSA
Primary, Basic and Secondary. Primary are used fowith SHA-1. IEEE 802.16 encryption uses DES CBCrove
authentication. Basic are used for time critical ®&ontrol ~ Payload. Generic MAC Header (GMH) and CRC fields ar
messages. Secondary are used for standards bad¥¥ encrypted.
management messages (e.g., SNMP [5]). MAC is cdiomec New subscriber station enters the network in fieps:

oriented, and all data communications are in theteoad of 1. SSscans for a BS downlink signal and uses it to
connection. Connections are added, modified andétet| establish channel parameters
dynamically. Privacy sublayer is responsible focusiy 2. Primary management connection established
functions: 3. SS authorized using PKM

«  Encryption, 4. SS sends a register request and BS responds with

- Decryption, second management connection Id

«  Authentication, 5. Transport connections are created

«  Secure key exchange. The first phase is security capabilities negotiaturing
This sublayer contains two protocols: Encapsulasind the  which SS informs BS which cryptographic suitesuipgorts
Privacy and Key Management Protocol (PKM). and BS tells SS which of those to use in the submsq

communication (this information is contained in the
descriptor of the primary SA).

BS generates AKs and TEKs using random or pseudo-
random generators. Vs are generated in such aenasrto
be unpredictable.

. NIDSFORIEEE802.16- HAP CASE

Network-based IDS are an important class of

contemporary IDS systems. In this class of systdiDs,
processes the stream of packets that are trandroiter the
network. In the typical wired environment IDS isually
placed in the network perimeter. In the HAP netwavkich
is a 802.16 network in the point-to-multi point (PMmode,
a logical place for NIDS is the base station. Weppse
architecture with a NIDS sensor in each cell, a Sli§&&nsor
that monitors link to the gateway and a coordimatand
Figure 1. HAP network correlation module which has the following functon
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It correlates alerts from NIDS sensors in 802.18ce disturb the normal appI_ication pperation insteaaﬂemle_ting
It sends the results of the correlation phase € thnetwork resources as in classical DOS, are becomiog
network operations center and more serious threat recently. At applicatioyelaalso

It downloads signature updates from publicare possible targeted attacks at users. Typicahpbes are

repository or vendor web site
It uploads signature updates to NIDS sensors

Snort is a popular IDS system, significantly predssth
in everyday use, and in research. It is an IDSesystor
wired networks, but there are important common ept
that IDS systems for wired and wireless networlkaeshThe
Snort 3.0 architecture [8] promotes separationhef $nort
Security Platform (SnortSP) from the Engines moduthéch
contains analytics modules. We propose that Sndit 3

different types of malware hidden in email attachtee
Protective measures include application level rBlteat
network servers. Those are outside the scopeoptper.
One often cited type of attack, which is possible i

802.16, although it is more difficult to realizeathin 802.11
is the rogue base station attack. This type otltelongs to
the class of man-in-the middle attacks. In thechttahe
rogue base station impersonates a legitimate onshdkt
description of the attack is given in [4]. Othetaaks in this

architecture can be used as IDS architecture forP HAClass are more probable in a mesh network, ratter in a

systems. In the HAP case, the Dispatcher moduleems
not only to the local Data Source, but also receiakerts
from the coordination module.

SNMP [5] is a de-facto standard for network
management in Internet environment, thus we protiaen
HAP IDS system the same protocol would be usedabe
of HAP networks, it is usually assumed that thewoek
operations center is placed on the ground, ancathateless
link is used for network management of the HAP meky
for software updates and maintenance and alsoire sases

for the maneuvering of the HAP vehicle. The network

operations center contains the Security Officer sote
which allows for visual inspection of the stateHAP IDS,
the list of most recent alerts and similar features

A. Threatsto the HAP network

As a primary attack venue, we see subscriberosati

We divide the attacks into three classes:
Attacks at the physical layer,
Attacks at the MAC layer,

Attacks at higher layers.

Subscriber stations in the HAP cell can mount ptafsi
layer attacks. In the literature are often mentibjeenming
and packet scrambling, belonging to this class. jihening
attack is mounted using information from UL-MAP rsage
received from BS, and if it is a targeted attadtacker has

to map the CID from UL-MAP message to the station

address. This attack can be realized with shamsiréssions
and low radiated power, which protects the attafkey.

At MAC layer, subscriber stations are capable o
mounting Denial of Service (DOS) attacks. DOS &idaat
MAC layer are realized as flooding of signalizati@guests
(authentication, capabilities negotiation, key ngemaent

frames, etc.). The primary means of those attadks a

resource intensive cryptographic operations.

Some of messages in IEEE 802.16 are not authesdicat
Advertisement
Multicast Assignmen

(Traffic Indication Message,
Message, Fast Power Control,
Request, Downlink Burst Profile Change Request, é?ow
Control Mode Change Request) [12] which leaves esfiac
attacks.

At higher layers, a distributed variant of DOS (D®)O
attacks is possible. DOS attacks at applicatiorerlaat

Neighbor
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network in PMP mode. The proposed IDS system & thi
moment does not include the detection feature Hisr tiype
of attacks.

Besides subscriber stations, the source of attéwks
higher layers of protocol stack can be in extenetvorks -
mounted over the link to the gateway. Those attaies
targeted at stations in the HAP network. As thishis last
hop in the communication path between attacker igd
target, DOS attacks are already amplified and easil
detectable, but the possibility for reaction isitad.

The last is that although SNMPv3 includes
authentication, it has to be noted that the linloperations
center presents another attack venue. The priglédug are
given to management personnel are wide: softwadatep,
installation of software modules, restart, power/ofin
maneuvering in case of HAP airplanes, etc. Since th
operations that are realized over the managemésrtfane
are of great security impact, the damage that tacksr who
successfully impersonates the network operationgece
could make is critical.

B. Remarks on the construction of HAP IDS

The first phase of detection in a NIDS is the péacke
"sniffing". While relatively simple for realizatiom a wired
network, in wireless networks the NIDS system lmasdan
traffic at a set of frequencies. Each of the fremigs is
scanned in specific intervals of time. Typicallyt tloe same
time interval is devoted to scanning of all freqeies in the
set, and there is usually a heuristic algorithmm(@iimes
fbased on fuzzy logic) applied to determine how lamgcan
each of the frequencies. The integration of IDSseen
software with the BS protocol stack software wopitdvide
for the simple method of monitoring of the commuaticn
between subscriber stations and the base statiencdncept
of integration can be similar to the use of filberoks [9] and
filtering platform callout drivers [10] in MicrosbfVindows
OS in packet filtering applications for wired netk®. Fig 2

resents the structure of HAP IDS/IPS at one B8uding
he information flows.

Average traffic load on HAP BS can be estimatethin
following way. A traffic stream from one mobile ude the
HAP BS can be modeled as 4IPP [13] (traffic modws] f
IEEE 802.16.3) . Number of terrestrial users is-286 per
cell in published simulations [14]. Thus, the tataffic on
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HAP BS coming from terrestrial users in one celhirerage

C. Possible improvements

case can be modeled as 256 4IPP streams. The HBP ID pegides the aforementioned cooperation in caseutf-m

should be able to inspect such a stream, withosindo
packets. The 4IPP average rate is 3 pkts/unitroétiThe
bandwidth of SS-HAP link is 1 Mbps in simulationks].
The packet size is 1500 Bytes. The packet rate
1000000/(1500*8), which is 83 packets per sec.
parameters of the basic 4IPP model (see Tableel4iAP
Average Rate is calculated as a sum of IPP stretes and
equals to 3 pkts/unit-of-time) should be scaledBBiB=27.8
unit-of-time per sec. The resulting parametersPéf streams
for model of communication in HAP network are givien
Table 2.

TABLE 1. PARAMETERS OFIPPSTREAMS IN BASIC4IPPTRAFFIC MODEL

Source #i A Averaged over
IPP in ON state| both ON and
(pkts/unit-of-time)  OFF states
(pkts/unit-of-
time)
IPP#1 2.679 1.1480
IPP#2 1.698 7278
IPP#3 1.388 .5949
IPP#4 1.234 .5289

TABLE 2. PARAMETERS OFIPPSTREAMS INHAP WIMAX TRAFFIC MODEL

Source # Averaged over bothAveraged over botl
ON and OFF states ON and OFF states
(pkts/sec) — for 1 S$ (pkts/sec) — for 256
SS
IPP#1 31.91 8168.96
IPP#2 20.23 5178.88
IPP#3 16.54 4234.24
IPP#4 14.7 3763.2

Since it aggregates events from several cells,omes
cases, the correlation module can detect low volDDOS
attacks (at higher layers of protocol stack), thaiuld
otherwise (without the aggregation and correlatbralerts
coming from different cells) pass unnoticed.

In case of multi-HAP network, operation of HAP IDS
systems belonging to specific HAP networks can be
in centralized manner (from the network

coordinated
operations center on the ground), or those canezatpin a
distributed manner. The realization of such a coape
system is outside the scope of this paper.

Attacker location is an important feature in wissde
security. Application of techniques such as tridatjon for
that purpose is outside the scope of this paper.
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HAP networks, there are two directions in which the
proposed concept can be improved and/or extended.

. The first one is that the 802.16 network can beluse
lfhesh mode. There are already some proposals for IDS

Th%ystems for wireless mesh networks: OpenLIDS [2],

WATCHERS, TIARA, CONFIDANT, MobIDS, RESANE,
SCAN [3]. The change from PMP to mesh mode would
require a substantial rework of the concept.

The other direction is that having provided theedgbn
functionality, the next step is the reaction feat(intrusion
prevention). Such architecture is based on theofistlicy
Enforcement Point engine (PEP) at the base staliois.
often implemented as a firewall. In that case tirefionality
of the correlation module would be extended witke th
following function: dispatching of new alerts thate the
results of correlation phase back to NIDS sendorarder to
achieve efficient use of communication and processi
resources, the correlation module should be abfit¢o the
alerts that it sends to sensors. There are dtriitations with
respect to the weight of the load that can be placethe
HAP that imply the efficient use of processing reses. For
that reason we propose that the coordination aneletion
module is a lightweight topic-based publish/suliseri
system. There is a publish/subscribe associatitmdes this
module and PEP engines. In this association, thelaton
module is the publisher and PEP engines are sblessriwe
remark that in this design the PEP engines areaatid
with sensors.

Network SAP

Network Layer

MAC Conv SAP

MAC
Convergence
N Sublayer

1
MAC SAP ‘

MAC Sublayer
NIDS

PEP Sensor

from CM to CM

MAC Privacy
Sublayer

)
PHY S4P }

Physical Layer

Figure 2. Protocol stack of IPS in HAP 802.16 nelw&M
is correlation module.

The proposed system is a good platform for reatinaif
the reaction feature, because the communicatiearstfrom
the correlation module to the PEP engines, whidhiesa
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results of correlation phase, in the average casgains
enough information for decisions on reaction.

By implementing IDS/IPS as described, we allow forl2]
swift reaction in case of handovers of malicioubssuiber
stations. Once recognized as malicious, such astean be
disconnected and prevented from moving to the eighg
cell. This is especially of interest in overlappigas, where
mobile station can choose one of up to three ¢ellaverage
case) that it will use for communication.

(3]

(4]

IV. CONCLUSIONAND FUTUREWORKS

This paper presents an approach to securing of HAE]
networks by using intrusion detection systems. fitm¢ected
network is a 802.16 network in point-to-multi poimiode.
The proposed system is a distributed network-bdBxsl
system with a NIDS sensor in each cell. IDS system
collocated with the base station software. The 8&niboard
the HAP. IDS sensors monitor communications links
between base station and subscriber stations. @blehbul
link to ground station is monitored as well. TheSIDs
collocated with the base station device, on boaedHAP
vehicle.

The system allows for detection of distributed DOSI8]
attacks in the HAP network. The paper describes the
required modifications to the system in order taclude

(6]

(7]

reaction feature (intrusion prevention) in a stn¢igrward (9]
manner. The correlation module in the extendedegyst
the publish/subscribe server that publishes resofitshe [10]

correlation phase to the policy enforcement poirgires in
HAP cells.

The system could be further developed to inclugipsrt
for cooperation of IDS/IPS systems in multi-HAPwetks.

[11]

(12]
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