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Abstract— We redundantly share our personal
information and applications with people on the
Internet. Depending on this, social networking websites
have also become indispensable parts of our lives and
allow the users to share just about everything: photos,
videos, favorite music, and games. Sharing large
amounts of information causes privacy problems for the
users in these websites. In order to prevent these
problems, we can provide trusted and built-in
applications that help to protect our privacy by limiting
the friends who get access to our personal information
and applications. Thus, the security and privacy
problem has prompted us to provide a solution that
offers the users of these social networking websites an
opportunity to protect their information. In this paper,
an application that can be used in social networking
websites, its design, algorithm and database structure
are mentioned. Our application offers a trusted
architecture to the social network users. It finds social
circles and helps the users to group their friends easily
and meaningfully for protecting their privacy and
security. This system provides grouping of users through
an automated system into different social circles by
analyzing the user’s social situation and depending on
what common information or application they would
like to share that should not be accessed by other users.

Keywords— social networking websites; clustering;
sharing information; protecting privacy; graph database

. INTRODUCTION

Meeting new friends and socializing are parts of our
lives. With great advances being made at this age of
information technology, socialization has greatly increased
with people being able to meet and communicate friends
from different regions of the world by using social
networking websites. These websites enable friends to
easily communicate online, and provide many Internet
features and functionalities for social network users such as
publishable personal profiles, repositories for sharing
information and applications, and the abilities to provide
social connectivity between the users. Although social
networking websites in the Internet offer an opportunity to
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meet and communicate many friends; it creates a privacy
and security problem because people of all ages, interests
and backgrounds have free access to social networking
websites, and you may not want to share some of your
personal information with some of your friends or network
users who you do not know. In these websites, there are a
number of cases where the users have been able to identify
and locate other users through the personal information that
was posted. Inappropriate information might be published
that leads computer hackers, sexual predators and other
malicious users to alter the person’s profile and information
or to access their computer. Users can find damaging
information about a person’s past and they can learn what
he/she is doing on the Internet. Therefore, the users must
allow as many or as few friends to view their personal web
pages by choosing some kind of restrictions. They must
determine the accessing permissions using tools on the
website.

Building personal web pages and using social
networking technologies, services and applications can be a
very creative, useful, effective and beneficial outlet for users
to share and express their thoughts and opinions, to learn
how to manipulate and use large amounts of information,
and to learn skills needed to build web pages and
applications. Most popular examples including Facebook,
Twitter, MySpace, and Hi5 are public social networking
websites offering free accounts to the users to share personal
information such as “About Me”, “My Friends”, sexual
orientation, emails, message boards, religion, politics, user
groups, favorite tunes, movies/videos, interests, preferences,
education achieved, networking organizations, photographs,
applications and other information about themselves.
However, social networking websites have potential effects
on people’s life, and there are very serious privacy issues
when these websites are not used appropriately.

Personal information like your profile that is posted on a
social network can be accessed by all your friends that you
share the network with. Unauthorized people may also get
access to some of your personal information that you do not
want to share. We must know what is appropriate to put on
the web pages, and be clear about what is not safe to post on
the web: full name, address, specific places we go, phone
numbers, ethnicity, and anything else that would help
someone identify or locate us. Once something is posted on
the web, it is no longer private [1, 2].
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Social networking websites increase popularity of the
Internet usage, for the purpose of socializing and
networking with users across the world, and they are
becoming a growing issue of concern for researchers.
Therefore, protecting privacy, sharing information and
applications in social networking websites are really
important issues. These websites provide some features for
protecting privacy, and controlling what information can be
accessed. However, most people are unaware or do not
know how to use these features. Even if users were to
perform these tasks of categorization, on what basis would
they categorize their friends in a meaningful way to set
privacy and security policies? Our study proposes an
application to help the users to make better decisions about
their privacy settings.

The remainder of this paper is organized as follows: In
Section 2, we provide a literature review highlighting the
works already carried out in this area, explain what we want
to achieve, and reveal what was/is missing. We present the
details of our application, application design platform,
algorithm design, clustering approach and graph based
database design in Section 3. In conclusion, we discuss the
future directions, limitations, contributions of our study.

Il.  RELATED WORK

Social network theorists have discussed the relevance of
relations of different depth and strength in a person’s social
network. In a recent study [3], the privacy relevance of these
arguments has recently been studied and researchers
concentrated on the role and importance of social
connections as we call social circles. In a study by [4],
researchers reveal the relation between personal
information, privacy and a user’s social network. They state
that a social network provides a visual map of the relevant
social connections between the nodes of participation which
can be used to measure the degree of connectivity. This
work is one of the studies we inspired and supports our idea
of protecting personal information by creating social circles
with their crucial explanation “Safety must be first and
foremost because we want to share information about
ourselves to be known only by a trusted circle of close
friends, and not by anonymous strangers or distant friends
who does not know us better.”

In [5], researchers studied the information disclosure in
social networks, and they found that by looking at certain
characteristics, such as knowing which groups people
belong to or their favorite applications, it was possible to
predict their political affiliation.

In [6], Canadian Privacy Commissioner published a
must-read report about personal information protection on
Facebook. This report clearly supports our idea of
improving and simplifying the privacy, but it does not go
beyond further than being a criticism. We believe that our
study will inspire Facebook developers to implement more
user friendly, more successful privacy management features.

All of the recent researches show the importance of
protecting information in social networks. Lack of the
privacy in social networks causes some members to
unregister so as to protect their privacy. Our study differs
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from recent studies. Instead of proving the existence of
privacy problems and presenting attacks, we proposed a
solution and its implementation for current problems that
social network users encounter.

I1l.  APPLICATION

Our application provides an implementation of a web
based solution to protect personal information. It helps the
users to automatically categorize a large number of friends
into meaningful lists. The main assumption we make to
build the social circles is that users would mostly present
similar information to all friends in a social group, and
therefore social circles provide a meaningful and trusted
categorization of friends for setting privacy policies [7, 8].

Our application interface design has two aims. The first
aim is to discover whether social circles exist on a social
networking website. The second aim is to discover whether
these social circles would help the users in social
networking applications in setting effective privacy and
security policies. In our system, we have developed a trusted
application which is shown in Fig. 1 to identify the social
circles in social networking websites. The users can add this
application to their personal web pages on any social
networking website (e.g., Facebook, Twitter or MySpace).
The users have been asked randomly generated questions
about their willingness to share a piece of their information
with a social network friend of theirs. These questions are
based on the fields of social networking website database
tables that are available for application developers. Each
question is formed in a way which does not reveal the real
aim of the study, and does not disturb the users. This is to
prevent the bias such as evaluating the concept of trusted
social circles in the context of privacy and security. The
answers to the questions are saved in our secure,
anonymized graph database. This data collection method
provides us with quantitative results that we can statistically
analyze. When all questions are answered, the application
runs the clustering algorithm and finds the visual graph of
users.

Hallo Asim Sinan Yuksel! Wekome to the Sacial Circle Applcaticn,

FIND YOUR SOCIAL CIRCLESM

Click the button to sce your social circles or groups based on your profile. Ready ?

Figure 1. Main Page of Our Application
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We have developed a web application which finds social
circles of the users in their social networks. Users can add
this application to their personal pages which are stored on
social networking websites such as Facebook, Twitter, and
MySpace. Users are able to delete this application after they
have completed their studies. Our application is built on a
trusted structure and suitable for protecting privacy. It
provides the following features:

1) Creating Visual Graph of Social Circles

As shown in Fig. 2, our application produces such a
graph that helps users to see each social circle and to make
better decisions about their applications and privacy
settings.

Figure 2. Visualizing Users’ Social Graphs.
(Friend pictures are anonymized by using circles)

2) Suggested-Settings For Proteting Privacy
Our application suggests the set of friend lists that users
should create, and the friend lists into which they should put
each of their current friends based on the identified social
groups. It is also designed to attach importance to user’s
privacy and security on social networking websites.
3) Graph Database For Effective Data Representation
We used a simple, robust, massive scalability, and
convenient object-oriented graph database structure that
provides an intuitive graph-oriented model for data
representation and collection. This database is an embedded,
disk-based, fully transactional, more effective and flexible
system that stores data structures in graphs rather than in
tables. Instead of static and rigid tables, rows and columns,
our application works with a flexible graph network
consisting of nodes, relationships and properties.

A. Application Design Platform

Applications for social networking websites can be
created by using a variety of software technologies,
including HTML, XML, OpenSocial Templates, JavaScript,
CSS, Flash, Python, Java, Perl, PHP, .NET, or Ruby on
Rails. This section gives us several approaches for
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developing our application, depending on our project
requirements.

Most social network application designs in the Internet
have similar structures: social network data, application
data, and an appropriate template are used to provide a
rendered view to the user. In many social networking
websites, these components can come from several places.
Client-side applications can use scripting language such as
JavaScript and VBScript to render data into a template.
Social networking websites can store both social network
and application data, and server-side applications can take
advantage of databases and server-side frameworks to
produce rendered output.

Our application runs inside of a social networking
website such as Facebook and MySpace but relies on an
external server or host for processing and rendering data. It
can provide advanced functionality but may run into scaling
problems when the users increase so much. Its platform
consists of some hardware and software components. These
components are given below:

A markup language derived from HTML
General-purpose scripting languages PHP
JavaScript scripting language

MySQL database language for interacting with
social networking website database.

e  Object-based web API for handling communication

between a social network site and our application.

o A set of client libraries (ASP.NET, C++, C#, PHP,

Python) for different programming languages.

For our application, we used Linux Fedora Operating
System Version 12.0, an open source JavaScript library [9]
to draw the edges and nodes, Social Network API to gather
necessary information to draw edges and nodes. PHP
language is chosen as a server side technology to query
database, run the clustering algorithms, and display the
results on the social networking website. Our application
can be embedded within a social networking website itself,
or access a website's social data from anywhere on the
Internet.

B. Algorithm Design

Our algorithm consists of two phases. In the first phase,
we create the nodes for the users. In the second phase, we
create and draw the connections between the nodes to
determine the relationship and privacy between users who
are registered on a social networking website.

The algorithm collects information such as friends’ ids.
This structure successfully detects social circles if the users
choose to share the similar combination of personal
information with friends in the same social circle, and if
they choose different combinations with friends in other
social circles. By using more data collected from our
application, we have been finding out the effectiveness of
our algorithm.

1) Creating Nodes

In this phase, we create all nodes of the graphs that we
are going to draw. The algorithm for creating the nodes is
shown in Fig. 3. In our node creation algorithm, we first go
through all friends of the user and create nodes for each
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friend. Then, for each friend, we go through all mutual
friends and create nodes for each mutual friend. By saying
mutual friends, we mean the common friends of the user
with a user’s friend.

for (i=0;i<Total Friends;i++)
{
Create_Node ( friend_ids [i] );
for (j =0;j < Total_Mutual_Friends[i] ; j++)
{
Create_Node ( mutual_friends_id[i][j] );
}
}

Figure 3. Node Creation Algorithm

2) Creating Edges

In this phase, we create the connections between friends
of user and between mutual friends of user. By using the
nodes that we created in the first phase of the algorithm, we
add the edges according to the following algorithm shown in
Fig. 4. In edge creation algorithm, we go through all friends
of the user and find out if the friends are friends with each
other. If they are friends, we add an edge between those
friends. At the same time, we go through the mutual friends
of the user and find out if they are friends with each other. If
the mutual friends are friends with each other, we again add

an edge between those mutual friends.

for (i=0;i<Total_Friends ; i++)
{
friendl = friends_id[i];
for (j=0 ; j < Total_Friends[i] ; j++)

{
friend2 = friends_id[j];
if ( friends.arefriends (friend1,friend2))

{
AddEdge(friendl,friend2);
}
}
for (j=0;j < Total_Mutual_Friends[i] ; j++)

mutual_friend1 = mutual_friends_id[i][j];
for (k=0 ; k < Total_Mutual_Friends[i] ; k++)

mutual_friend2 = mutual_friends_id[i][k];
if(friends.arefriends(mutual_friend1,mutual_friend2)

AddEdge(mutual_friend1,mutual_friend2);
}

by
¥
¥

Figure 4. Edge Creation Algorithm

Fig. 5 shows the output of node and edge creation
algorithm. The colorful circles are the nodes that represent
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the social network user’s friends, and the black lines are the
edges that represent the friendship relation.

Figure 5. Output of Node and Edge Creation Algorithm

C. Clustering Method To Determine Social Circles

Methods for clustering have been deeply studied. But
our aim is not to study them. Clustering is just one of the
steps to achieve our privacy goal. Our main aim is to use the
right clustering algorithm for social networks and develop
an application to provide privacy by adapting this clustering
algorithm to our application.

The clustering in social networks requires grouping
users into classes based on their attributes, properties of
personal relationship, web page links, spreads of messages
and other applications. It is the process of organizing users
into groups whose members are similar in some way. Our
algorithm is different from other clustering algorithms, and
it can dynamically group users in a social network into
different classes based on their properties and effectively
identify relations among classes. It collects some data which
are similar between social network users and are dissimilar
to the users belonging to other groups. It creates active cells
like network grids and builds visual graph of social groups.
The similar structure applied in the algorithm
[8, 10] for finding (o, B) clusters has been used in our
algorithm. Friends sharing common personal information
are the adjacent nodes to a-fraction. The o-fraction
represents the cluster that has a large density. On the other
hand those friends not sharing common personal
information are the adjacent nodes to pB-fraction. The
B-fraction represents the cluster that has a low density. It is
therefore possible to use the social graph of network users
as an input to our algorithm. One might ask that what if a
friend belongs to more than one group? For example, a user
can have a friend from high-school or university that is
currently his/her work mate. The overlapping sets or being
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in more than one group does not cause a problem from the
privacy perspective. Our application groups friends
according the common information that a user wants to
share with his/her friends. For example, if we just want to
share our photos and status with our college friends, then we
will be showing them a profile where they will only able to
see our photos and status. If there are some other friends
that we just want to share our photos and status, they will
also be in this group. Therefore, it is perfectly normal and
possible that a person can be in one or more social circles.
The user will show some information in one group and
different information in another group. In other words, we
limit who sees what. Fig. 6 shows our pseudo-algorithm of
our clustering process for the users in a social network.

1. Wrte all answers ofthe users to DB
2. Select User's answers from DB and createresult_amay
3. FOREACH (result_amayas value)
3.1. Get selected friends’ friendids for each question
3.2. Create [questionno, friendids] amay
4. FOR =0 tosize (result_amay)
4.1. FOE. k=1+1to size (result_amavy)

4.2, Create the clustermg_amav[][]

Lh

Sort (clustering)
6. Createumique values for clustenng amavy[][]
Find how many times a fiend 1s chosenm 10 gquestions
7.1. Eliminate the friend: IFNOT a friend chosen>= 3 times
2. Find Min (set ofinfonmation that the user wants to share)
9. Eliminate the sets: IF sets do not contain mutual friends
10. Display (Groups or circles)
11. Suggest (Privacy Settings)

Figure 6. Clustering Algorithm

D. Database Design

Building the visual graph of a social network user is an
expensive task. Instead of creating the graph while
executing the social network API calls, we decided to store
the necessary information in our own database. The main
reason to use our own database is because having too many
API calls causes time outs. Another important reason is the
difference between our database design and the social
networking websites. Current social networking websites
use relational databases to store social network data. For
better performance, more effective querying, to extend our
work and develop a knowledge based approach, we used
graph database.

1) Graph Database Design

In graph based databases, information is stored as nodes,
edges and properties. Since social networking data has
similar properties, graph database is the powerful way of
representing social relationships between people. In our
application, we used Neo4j, an open source graph database.
According to developers’ of Neo4j [11], it is an embedded,
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disk-based, fully transactional Java persistence engine that
stores data structured in graphs rather than in tables. More
importantly, it includes the database features such as ACID
transactions, durable persistence, concurrency control,
transaction recovery, and other features of enterprise-
strength databases. The following figures show our
transition from relational database to Neo4j graph database.
As it is seen in Fig. 7 and Fig. 8, it is very easy to see the
connection between two people. However, in a relational
database, it is hard to see who is friend with whom. In
addition to this, whenever we introduce a relationship such
as mutual-friends relationship, we need to add one more
table to represent this relationship. As a result, the number
of table joins increase and the performance decreases.

D e [ oo | hg] Rty
m Azim Male 27  Smple
KL E=

Male 30 Smgle
User Tahle

Friendship Tahle

Figure 7. Our Social World Modeled in Relational Database
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Figure 8: Our Social World Modeled in Neo4j Graph Database

2) Graph Database vs. Relational Database

Relational databases are around for many decades. They
are the database choice of most traditional data-intensive
storage and retrieval applications. SQL language is used to
retreive the data. Relational databases are not efficient, if
data contain many relations and require many joining of
tables which are expensive operations. Thus, graph base
database has better performance than relational database
when representing relations. Recent studies by [12, 13]
provide a detailed performance evalution of MySQL
database and Neo4j. According to their results, graph
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database is more flexible, easy to program, and perfoms
better.

IV. CONCLUSION

Most of the related work present attacks for social
networks and they do not provide a useful solution to
protect privacy. We believe that our study is the first study
that contains an implemented application for social network
privacy. This system is a secure web application for social
networking websites such as Facebook, Twitter, MySpace,
and it includes an implementation of our original idea.
Currently, it is running on Facebook. As a future work, we
are planning to develop a general API that can be applicable
for any social networking website such as Twitter and
MySpace.

Recently, we have been inviting social network users to
our study and collecting data. Furthermore, we are helping
the users to get acquainted with our application. After
collecting enough data, we will evaluate the effectiveness of
our approach.

Our study uses a combination of clustering approaches.
Firstly, the users are grouped according to their friendship
relations (i.e., by using friendship and mutual friendship
queries). Secondly, we group them based on the information
that a user wants to share with his/her friends. The second
one is the heart of grouping, since it will provide the
privacy. Privacy is provided by showing different profiles to
different combination of groups. For example; if a user
wants to share his/her relationship status, photos, date of
birth with his/her Friend-A and Friend-B, then Friend-A and
Friend-B only see this information. Therefore, we are able
to limit who sees what.

Although we successfully create the social graph of a
user, we have limitations which affect the performance of
our application. Our social graph visualization algorithm
works for a subset of friends and mutual friends. We limited
the number of friends and number of mutual friends that
will participate in our study. The reason behind the
limitation is because of large amount of social network API
calls. There are millions of social network developers who
are querying social network servers, and these queries cause
a delay in response time. Drawing the social graph of a user
and displaying it takes more time. Sometimes, the queries
are even dropped because of the delay, and the graph is not
drawn.

In this study, we proposed an application to identify the
social circles of the users by using graph database system. In
order to see the effectiveness of our algorithm we have been
testing our application. As future work, we also want to
develop a knowledge base system to provide intelligent
decisions about sharing of personal information with people.
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