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Abstract—The development of services and the demand for
resource sharing among users from different organizations with
some level of affinity motivate the creation of identity manage-
ment systems. An identifier can be a single name or a number
that uniquely identifies a person, although this is often just a
representation of a facet of the person. In a federation, services
may require user facets comprised of attributes managed by
different identity systems which may then be perceived as two
facets of two distinct users and not as belonging to the same user.
This problem can be handled by adding a new entity type to the
traditional architecture thereby creating links between users from
different Identity Providers (IdPs), or by using ontologies in order
to establish relations between user attributes from several IdPs.
In this paper, we propose a solution consisting of obtaining strong
identifiers by combining user attributes within IdPs using direct
attribute matching and ontologies. Our application context is the
Stork 2.0 Project, an eGovernment Large Scale Project (LSP).

Keywords—Privacy; Identity Management Systems; Attribute
Aggregation.

I. INTRODUCTION

The development of services and the demand for resource
sharing among users from different organizations with some
level of affinity motivate the creation of identity federations.
An identity federation features a set of common attributes,
information exchange policies and sharing services, allowing
for cooperation and transactions between the Federation’s
members [1].

Although there is no definitive architecture, an identity
federation is frequently described as being comprised by: an
Identity Provider (IdP), a Relying Party (RP), and a Service
Provider (SP) [2]. An IdP is responsible for establishing,
maintaining, and securing the digital identity associated with
a subject, it may also verify the identity and sign up of
that subject. A RP makes transaction decisions based upon
receipt, validation, and acceptance of a subject’s authenticated
credentials and attributes within the Identity System. Relying
parties select and trust the identity and attribute providers
of their choice, based on risk and functional requirements.
Finally, the SP controls the access to the services and resources
relying on authorities [3].

An identity is composed by a set of attributes, of which at
least one identifies its owner. Although an identifier is often
seen as a single name or number that uniquely identifies a
person, this is often just a representation of a person’s facet,

characterizing the person as authorized to access a service
(e.g., employer of, member of). Within a federation, this
kind of identities are not relevant for authorization, given
that different services require different user facets. Therefore,
within a federation each person is characterized by a number
of attributes that may be combined to create several facets,
which are released whenever necessary to SPs. IdPs manage
these attributes, releasing them to SPs according to a security
policy, often when required by the authenticated user.

Inside a federation there might be services requiring user
facets comprised by attributes managed by different identity
systems, which is a problem because often those facets are
perceived as belonging to different users rather than the same
user. Facets composed by attributes managed by different IdPs
may be required for functionality reasons (e.g., checking the
curriculum vitae of a person with degrees in several different
universities) or it might be required just to increase the strength
of the identity.

According to [4], a strong identifier is capable of uniquely
identifying a subject in a population by minimizing multi-
plicity (i.e., the size of the subset of subjects that match that
identifier) within a group of subjects, thereby improving the
quality of the identification attributes. When considering the
overall strength of the identifier, in addition to the multiplicity
of the identifier, the Assurance Level of an attribute must also
be considered. Assurance Levels (ALs) [5] are the levels of
trust associated with a credential and depend of several fac-
tors, namely associated technology, processes and policy and
practice statements controlling the operational environment.

In some cases, in order to build a strong identifier to satisfy a
service’s requirement it may be necessary to use a larger set of
attributes than the ones present in any IdP. However, incorrect
merging of attributes could result in credentials of different
persons being attributed to a single user if, for instance, they
share the same name and birthday or have other matching
attributes.

In this paper, we propose a solution to build strong iden-
tifiers by combining the users’ attributes within IdPs using
direct attribute matching and ontologies in order to find
correspondences in users’ attributes distributed on IdPs.

This paper is structured as follows: Section II describes
some recent proposals on attribute merging. Section III de-
scribes open issues on building strong identifiers, while Sec-
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tion IV presents particular considerations and possibilities
for solving the problem. Finally, Section V considers future
research and remaining issues, and Section VI concludes the
paper.

II. RELATED WORK

The integration of diverse sources of attributes has been
the subject of research by several authors [4], [6]–[9]. Several
approaches have been proposed to overcome the challenges
discussed above. Some of the proposed solutions include:
Aggregation Entities, Aggregation with Focus on Privacy, and
Ontologies.

A. Aggregation Entities

Aggregation entities are specifically designed and run to
aggregate attributes from several sources.

The Linking Service (LS) is a special kind of aggregation
entity proposed in [6] and [7]. The LS acts as an intermediary
between the IdP and SP creating links, through user interac-
tion, so that attributes that are present in more than one IdP
can be linked and used to identify the user of a particular
service. The solution proposed by the authors allows the users
to safely establish links between their accounts on several IdPs.
The LS connects the different identities and also manages the
authentication of different IdPs, so that the user is not required
to authenticate separately on each IdP.

The work proposed by [8] enriches the Linking Service
concept with some privacy properties identified in Federated
Identity Management Systems (FIMS). Firstly, an IdP should
not be able to profile the users’ actions, therefore, direct links
between IdPs and SPs are not allowed and direct interac-
tion between IdPs and SPs is prevented by specific services
pseudonyms. Secondly, the disclosure of personal information
is controlled by multiple parties, preventing that any single
entity from compromising user privacy. SPs cannot obtain the
users’ personal information from IdPs without prior consent
of the users.

B. Aggregation with Focus on Privacy

When working with various sources of integrated data one
should take into account the mechanisms in use to which
control attributes and data sources should have its access
released or denied. This briefly very describes a pertinent issue
namely the privacy of the users involved in these processes of
data source integration and attribute aggregation.

In [10], authors present lookup tables, dictionaries, and
ontologies to map vocabularies and customers. They use
aggregated zero knowledge proofs of knowledge (AgZKPK) to
allow users to prove ownership of multiple attributes of their
identity, without disclosing anything else. The proposal fea-
tures an authentication service architecture (User-SP-IdP) with
Registrars (Rs) entities, which store and manage information
regarding reliability/strength of the identifying attributes used
in their approach.

Another proposal focused on privacy [11] uses an extension
to the Oblivious Commitment Based Envelope (OCBE) pro-
tocol. The proposed extension is a version of OCBE protocol
for equality predicates (Agg-EQ-OCBE) that analyses multiple
functions simultaneously without a significant increase in
computational cost. The proposed extension also uses less
bandwidth compared to the EQ-OCBE.

C. Ontologies

The use of ontologies allows a higher degree of automation
in the process of attribute merging/aggregation. Through its
application, it is possible to deal with heterogeneity, which is
one of the problems related to aggregating data from different
sources.

In [12], authors define four classes of heterogeneity: hetero-
geneity of the system, that occurs due to technical differences
between platforms; syntactic heterogeneity, which is related
to representation and formats of data; structural heterogeneity,
which results from differences in schemas; and semantic het-
erogeneity, which refers to differences in meaning generated
by different vocabularies and terminologies used.

Ontologies are used in order to share and reuse knowledge
[13]. In this context, an ontology is a specification used to
create ontological commitments, which are agreements to use
a certain vocabulary so that it is consistent with the theory
specified in that ontology.

In [14], the authors analysed the requirements of the Pan Eu-
ropean e-Services and other features related with integration.
The analysis applies basic concepts from a generic model of
public service of Governance Enterprise Architecture (GEA)
and the Web Service Modelling Ontology (WSMO) to the
semantic description of e-Services.

In spite of findings related to defining ways of achieving
reliable attribute aggregation processes, to solutions providing
privacy, and on ontology mapping, a solution that integrates
all these properties has yet to be found.

III. OPEN ISSUES

Approaches used for attribute aggregation are beneficial
with regards to obtaining data from various sources, as they
are intended to be. However, there are issues that could be
improved in these approaches such as the availability of users
data aggregators or the use of a single aggregation point for
instance.

According to [10] attributes of strong/reliable identifica-
tion are those capable of uniquely identifying a subject in
a population (low multiplicity and high quality), and weak
identification attributes are those that may correspond to
several subjects (high multiplicity and low quality). Although,
two strong identification attributes may separately be able to
uniquely identify a subject, their intersection may form a weak
identification attribute set, which is not enough to uniquely
identify a subject, and therefore is not enough for merging
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two identities. Procedures using different IdPs, weak links,
etc. could decrease the confidence level of merged identities.

The solutions presented in [10] relate to the treatment
of name heterogeneity, mainly with regards to variations
in wording, and restrict the language to English. In more
heterogeneous environments using the Lookup Tables, as the
authors propose, would not be feasible.

The use of ontologies is an interesting resource that we can
use to aggregate users’ attributes, but when considering the
works mentioned above there is one aspect that must be taken
into account: in the solutions presented the use of ontologies
was only applied to a small number of databases.

The solutions proposed have not yet been tested in a heavy
environment. Thus the proposals present no data showing how
they perform in a production environment with multiple IdPs
and a large number of users.

IV. PROPOSED SOLUTION

A. Application Context

Our application context is the Stork Project, which is one
of five eGovernment Large Scale Projects (LSP). The LSPs
eCodex, epSOS, PEPPOL and SPOCS carry information re-
garding justice, health care, procurement and generic business
processes, respectively, from one Member State (MS) service
to the other. These services communicate with each other
through a network of gateways. Stork aims to provide a
fundamental building block of any application or service:
Authentication. From this perspective, the Stork Project may
share four different building blocks with the other LSPs: Au-
thentication, Authorization, Electronic Signatures (long term
authentication), and Document Credentials (long term autho-
rization).

B. Solution

As mentioned earlier, previous solutions make no attempt
to build strong identifiers by merging identities. Or even try
to increase the assurance level of the identification process by
joining attributes from several IdPs.

The Stork Project aims to be a basic building block for
eGovernment services, providing services such as: Authenti-
cation, Authorization, etc. Our proposed mechanism will act in
the Citizen ”Pan European Proxy Service” (C-PEPS), the Stork
gateway. C-PEPS takes on the task verifying citizen credentials
and obtaining additional data, e.g., from the represented person
and mandates. This role also entails three business processes:
Authentication on behalf of, Powers (digital signature), and
Business Attributes. Each PEPS includes functionalities spe-
cific to its Member State, which are typically the interfaces
with the local ID providers, national and business attribute
providers.

We propose a mechanism, named User Identification
Strengthen (UsIdS), which performs an open search through
users IdPs finding correspondences in the users’ attributes

(UAs) in order to improve user identification strength. Through
an iterative process with the user, he/she will specify which
of the IdP(s) that can be used to authenticate him/her in SP
does he/she want to use.

A search performed in all pointed IdPs can find matches that
are able to certify, with a greater level of assurance, that a user
is, in fact, who he/she claims to be. The greater the number
of matches found, the greater the strength of the identifier,
both because the number of attributes comprising the identifier
becomes bigger, but also because some attributes with low
assurance levels are repeated by several IdPs. An overview of
our mechanism can be observed in Fig. 1.

Fig. 1. Proposed search mechanism to find correspondences in user
identification attributes

The mechanism assumes, as start point, that user provides
a list of IdPs where UAs can be found. As can be observed
in Fig. 1, the user sends a service request (Fig. 1 - step 1),
indicating the UsIdS as IdP. The SP redirects those instructions
to UsIdS (Fig. 1 - step 2). Then, the user sends authentication
attributes/authenticates in UsIdS (Fig. 1 - step 3), and attribute
set requests are sent to all of the user’s IdPs (Fig. 1 - steps
4a, and 4b), the IdPs will then send responses to the UsIdS
(Fig. 1 - steps 5a, and 5b) with user attributes sets, each set
containing at least the attribute name, Assurance Level (AL),
and value. The purpose is to find direct attribute matches,
intersections, in attribute sets that can confirm and strengthen
the user’s identity. The answers received can be handled in
two ways depending on the result of the UsIdS analysis of the
IdP response.

If an attribute name match is found, the next step is to verify
if the attribute values correspond. Otherwise, when attribute
names do not match, the next step is to verify on the reference
ontology if there is any Ontological Relation (OR) which may
established between IdPs involved. If that is the case, attribute
values are verified for correspondence. When attribute names
do not match, and no ontological relations can be established,
UsIdS tries to establish a trusted IdPs network.

To find IdPs, the UsIdS proceeds to search stored ontologi-
cal relations looking for previously used IdPs. Then a request
for user information is sent to that IdPs, and attribute sets are
returned in response. UsIdS looks for attribute relations (ARs)
between each of the two first IdPs (e.g., IdP1 and IdPn) and
the new one (e.g., IdPx). Once an AR is found between i.e.,
IdP1 and IdPx (e.g., IdP1.AttrX = IdPx.AttrX ), the existence
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of AR between IdPn and IdPx is then is verified. This is
repeated until an AR be can found among three, or more, IdPs.
When this occurs, the IdPx attribute set search for presence
of any attribute that may be used to improve the strength of
the aggregated identity.

When a match is found, the AL of each attribute is verified
and the UsIdS sends, as the AL of aggregation, the lowest
value within the aggregated value pairs.

In a more schematic way, the process can be seen as follows:

1) Structural Level Verification
a) With naming conflicts: verifies whether or not

similar values, from different user attributes sets,
have the same attribute identification.
i) Reference ontology-based strategy: ontological

relations must be established/verified to solve
naming conflicts and help find attribute value
correspondences.

b) Without naming conflicts: when there are corre-
spondences in attributes identification names.

2) Verification Matches
a) Direct matches: a search is performed in the at-

tribute sets that looks for matches in attribute
values. i.e.: Set1.Attr1.Value=Set2.Attr1.Value?

b) Ontological Relation matches: once a UsIdS
finds ontological relations (step 1(a)i) it performs
a search through those association sets look-
ing for correspondences in attribute values. i.e.:
Set1.OR1.Value=Set2.OR2.Value?

c) Through trusted IdPs network establishment: it is
necessary to obtain user’ IdPs in order to create
such a network. Then, the process restarts from
step 1.

Once UsIdS has performed its searches if correspondences
were found an indicator of trust on the User Identity is
provided to SP (Fig. 1 - step 6).

As previously described, these matches can be through di-
rect attribute matching or obtained from ontological resources.
These ontological resources use an ontology-reference based
strategy due to the reduced mapping requirements.

As a start point, the ontologies are used to solve Schema-
Level conflicts. According to [14], this kind of conflicts
involve differences at the structural level of domain models
that need to be mapped. The conflicts can be divided into
following categories: naming conflicts, entity identifier con-
flicts, schema-isomorphism conflicts, generalization conflicts,
and aggregation conflicts. We will keep our focus on naming
conflicts. This type of conflicts arise when similar concepts
are labelled in a different way, or when different concepts are
labelled in a similar way.

All established ontological relations are stored in C-PEPS,
to improve matching performance in the following searches
involving the same users and IdPs, although no private data is
kept.

When no matches can be found, the UsIdS tries to establish
a trusted IdP network path. The purpose of this network
is to find data associations with a third or fourth IdP that
can be used to establish a relation among the others IdPs.
However, finding the necessary IdPs may be a problem.
One possible solution is to search in established ontological
relations previously stored. It is also possible to ask the user
to indicate where the UsIdS may find more attributes that can
lead to matches.

C. Privacy

In order to keep users’ privacy, we define a protocol
considering the model where partners are ”honest but curious”,
or ”semi-honest” [15]. This protocol will be used in commu-
nications between IdPs and UsIdS to prevent disclosing of
user information in the process of trying to find matches; the
entities involved should not gain more information than the
one authorized by the user. For instance, if for creating a link
between two sets of attributes it is necessary to use another
attribute that both IdPs know, this linking attribute should only
be revealed, to each attribute source, if the attributes match
(i.e., the link is possible), otherwise the attribute source would
become aware of user private information for which it was not
authorized.

The protocol is defined as follows:

Let p and q be two large prime numbers such that q divides
p−1, Gq be the unique subgroup of Z∗

p or order q, and g and
h be generators of Gq .

Let x, y, and c be random numbers in Zq .

Let id be the identifier/attribute that both IdPs know but
don’t want to share.

The identifiers id1 and id2 are private within the attributes.
The protocol must prove that these two identifiers were gen-
erated from the same id but it should not be possible to know
the exact id value.

Assuming that both the IdP1 and the IdPn follow the
protocol:

Fig. 2. Proposed privacy preserving protocol

UsIdS sends a challenge c, and generators g and h to both
IdP1 and IdPn. They reply with a Security Assertion Markup
Language (SAML) [16] assertion containing an identifier
inside, id1 = gidhx and idn = gidhy , respectively, but these
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identifiers are not equal id1 6= idn. They also include in
response r1 = hcx and rn = hcy . Finally, the UsIdS must
verify that the following equation holds: ( id1

idn
)c = r1

r2
.

Following this privacy protocol, it is possible to verify if
the attribute values correspond without disclosing them.

V. REMAINING PROBLEMS AND FUTURE RESEARCH

There is still, room for further research on how to apply
ontologies in UsIdS i.e., an evaluation of how accurate are
ontology mappings. A formal definition of collusion resistance
must be specified (UsIdS x IdPs, and SPs x IdPs). Some
accuracy validations need to be performed on aggregations
in order to verify how efficient the UsIdS is. Once there
are prototypes it will be possible evaluate and validate the
proposed ideas.

VI. CONCLUSIONS

We have proposed a solution to increase the strength of
user identifiers by combining facets (i.e., sets of attributes)
from several IdPs. The strength of the identifiers results both
from an increase in the assurance level of attributes repeated
in both sets and an increase of the number of attributes that
comprise the combined facet.

Ontologies solve the problem of “Naming Conflicts” that
occur when combining sets of attributes. Our chosen Reference
Ontology fits our application context (STORK Project), in
which there are several languages being used and user data
definition on IdPs also has different designations.

Our decision to store ontological relations is due to the
fact that the process of establishing these relations could be
computationally heavy. So storing the results can improve
future searches and can be used to discover IdPs to use in
IdPs networks.

The communication process between UsIdS and IdPs uses
a privacy protocol in order to assure that user attribute values
are not disclosed when IdPs network establishment is being
perform. Furthermore, no user attribute values are stored in
UsIdS, it just acts as an User Identity Aggregator by relaying
IdPs attributes and establishing relations among IdPs and
Users.
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