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Abstract—As the Internet is one of infrastructures, the
reliability of the Internet is becoming crucial to survive against
failures of network equipment. Physical connectivity of the
network is essential to characterize the reliability. There is
collaboration structure, which is one of topological structures

where two or more nodes are connected with a node, and col-

laboration is observed in transcriptional regulatory networks
and ISP’s router-level topologies. The collaboration structure
relates to reliability of the network. Here, the main objective of
this paper is to indicate whether the increase of collaboration
improve the reliability or not. For this purpose, we first cate-
gorize the topology into three-level hierarchy; top-level layer,
middle-level layer and bottom-level layer. It is apparent that
the collaboration between top-level layer and middlelevel layer
is much lower in the router-level topologies. We then calculate
reliability of each network. The result indicates that reliability
of most transcriptional regulatory networks is higher than one
of router-level topologies. Finally we confirm that reliability of
router-level topologies can be improved by rewiring to increase
collaboration between top-level and middle-level layer.

Keywordspower-law network; network reliability; transcrip-

tional regulatory network; router-level topology; collaboration.

I. INTRODUCTION

level topologies in the Internet exhibits power-law attribute,
meaning that the existing probabili§(k) of degreek node

that hask links is proportional t&™. The modeling methods

of router-level topology are investigated in Refs. [4], [5].
Baratasi et al. presents the well-known BA model that
generates topologies having power-law degree distribution
[4]. Albert et al. also investigated the failure tolerant char-
acteristics of BA topologies generated by the BA model [6].
The results show that BA topology has relatively few high
degree nodes. Thus, a random failure of nodes will mostly
remove low-degree nodes with little effect on the physical
connectivity of the network. However, only the degree
distribution does not determine the performance of router-
level topologies. In Ref. [5], the author enumerates several
topologies that have the same degree distribution but have
the different topological structure, and then evaluates the
amount of traffic that the network accommodates. Because
of the constraints of router's processing capacity and the
product lineup of commercial routers, the amount of traffic
differs dependent on the topological structure of router-level
topology. The results show that router-level topologies have
the structure that high-degree nodes connect with low-degree

As the Internet becomes the social and economic innodes while the topology by the BA model has the structure
frastructure, the reliability is becoming crucial to survive that high-degree nodes are connected each other.

against failures of network equipment. Many approaches to Li et al. [5] demonstrates that the topological structure
improve the reliability have been investigated either at thegreatly affects the network-level performance of router-
network layer [1] or more higher layer. The reliability is also level topologies. However, Abilene network examined in [5],
investigated in the optical communication systems througlwhich is one of scientific networks, is different to the other
the protection/restoration techniques [2]. ISP networks [7]. The main difference may come from the
These approaches greatly improve the reliability of thefact that scientific networks like the Abilene network provide
network, however, physical connectivity of the network isfewer opportunities to enhance their network because of
more essential to characterize the reliability of the networkbudgetary constraints, while ISPs make their efforts on
That is, if the physical connectivity of the network is easily enhancement of network and/or reduce the traffic load on
disrupted by network failures, the approaches to improvenetwork. The difference on the redundancy of the topology
the reliability at network layer are no longer effective. In can clearly be seen from the graphs of the Abilene network
fact, the physical topologies used in the previous studiegFig. 6 (e) of Ref. [5]) and the Sprint network (Figs. 7 and 8
inherently assume that the physical connectivity is kepiof Ref. [8]). One of our motivations in this paper is to reveal
after the network failures. In order to design a reliablea topological structure that makes the router-level topologies
network, it is important to make the physical topology to more reliable.
be reliable against the network failures. For this purpose, In this paper, we investigate a collaboration structure in
the topological characteristic and topological structure thatouter-level topologies. Here, the collaboration is one of
makes the physical topology more reliable is necessary ttopological structures where two or more nodes are con-
investigate. nected with a node. The collaboration contributes robustness
As for the topological characteristic, Faloutsos et al. [3]or reliability of topologies because it introduces multiple
demonstrates that the degree distribution of ISP’s routerpaths between nodes.

Copyright (c) IARIA, 2011.  ISBN: 978-1-61208-148-9 84



AFIN 2011 : The Third International Conference on Advances in Future Internet

The collaboration contributes robustness or reliability oftranscriptional regulatory network, there are three level of
topologies because it introduces multiple paths betweehierarchy; top-level, middle-level, and bottom-level. Router-
nodes. The network where the nodes are more collaboratddvel topologies also have the hierarchy in the network;
has a chance to have larger number of paths between noddsr example, a core network connects with several regions
Note that unlike the clustering coefficient defined in [9], and/or state, a regional network, and an access network. We
we consider the hierarchy of ISP topologies. That is, wetherefore investigate the collaboration structure in router-
first categorize the topology into three layers; top-levellevel topologies and show the difference, and then examine
layer, middle-level layer, and bottom-level layer. We thenfor changing the collaboration structure to discuss the future
investigate the collaboration between the three layers, whicHirection to design the router-level topologies.
clarifies the topological structure of routerlevel topology.

'Sl'he definition of the collaboration structure is defined in B. Definition Of hierarchy in router-'eve' topo'ogies

ection II.

The collaboration structure is also investigated for tran- A key to identify the collaboration structure is to find
scriptional regulatory network [10]. The transcriptional reg-2 hierarchy, i.e., top-level, middle-level, and bottom-level
ulatory network is one of the biological networks where in the router-level topologies. We define top-level, mlddlle—
transcription factors are regulated by the gene in the cellevel, and bottor_n—level nodes in the router-level topologies
In Ref. [10], the collaboration structure is investigated foras follows. We first calculatéi; as the average hop-counts
several species. The authors show that the complex organisfiP™ & nodei to the other nodes. Then, we set a directed
like human is more collaborated than the other organisnink from nodei to nodej whenH; is lower thanH;. That
such asE. coli or yeast. One of the main reasons to focus'S: when the node is located at the “center” of the network,
on the collaboration structure in router-level topologies is toth€ node tends to be the top-level node that belongs to the
answer the question that the current router-level topologietoP-level. When the node is located at the “edge” of the
are designed well in terms of biological contexts. Our resultg'efwork, the node tends to be the bottom-level node that
show that there is a clear difference on the collaborab€longs to the bottom. _ _
tion between the transcriptional regulatory network and the More precisely, the top-level node is determined through
router-level topologies: The collaboration between top-levethe modularity analysis [11]. We divide the topologies into
layer and middle-level is much lower in the router-level Modules, and when the node has one or more links that
topologies. We therefore investigate the effect to increas€onnect with other module is classified into the top-level
the collaboration in the router-level topologies through thenode. Note that, when there is a directional link from middle-
rewiring operation to discuss the future direction to desigrnode to top-level node, we reverse the direction of the link
of router-level topologies. so as not to have links from lower level layer to the top-

This paper is organized as follows. In Section I, we definglevel layer. When there is a directional link between top-level
the collaboration in the networks. Section Il presents thelodes, we also change the directional link to be undirected.
degree of collaboration and reliability against random nodér the remaining nodes, nodes that have both incoming and
failures of router-level topologies, and compares with theoutgoing links are classified into the middle-level nodes, and
collaboration in biological networks. Then, we investigatenodes that have only the incoming links are classified into
the effects of collaboration structure on the reliability by the bottom-level nodes.
changing the physical topology through the rewiring process.

Finally, we conclude this paper in Section V. C. Definition of collaboration
Il. COLLABORATION IN NETWORKS Degree of collaboration is defined.in [10]. 1t i; th_e fraction
o _ of genes that are regulated by multiple transcription factors.
A. Collaboration in biological networks In this paper, in order to investigate collaboration inside

The collaboration structure in transcriptional regulatory©f topology, we adjusted the definition, that is, degree of
network is investigated in Ref. [10]. In the cell of organisms, collaboration is the fraction of nodes that are regulated by
there is a transcriptional regulatory network consisted ofnultiple nodes. Degree of collaboration does not depend on
transcription factors that are a kind of protein. The net-number of nodes and links. Bhardwaj et al. [10] introduces
work transmits information to regulate genes depending ofwo types of degree collaboration. One is degree of collab-
environmental insult. Collaboration in the transcriptional Oration in each layeby,, ., and the other one is degree of
regulatory networks is a co-regulation relationship wherecollaboration between layeB: 2 | .
two transcription factors regulate a transcription factor. Ac- 1) Degree of collaboration in each layerDegree of
cording to the results of [10], more complex organism hascollaboration in each IaydDéo”ab represents the average of
more collaboration structure. Dt a0 fOr all nodesi in L-level, whereD . is the number

There are some analogies between transcriptional regwf nodes that are co-regulated by nodand the another
latory networks and router-level topologies. For examplenode @, for instance) divided by the nodes that are regulated
the degree distributions of both networks exhibit power-lowby nodei. The formal definition oﬂDLD“ab and D',;O“ab is as

attribute. Another analogy is the hierarchical structure. In thdollows;
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Figure 1. Collaboration between nodeand nodeA: |Na N Ni| is the S uUSs
number of nodes regulated by nodeand nodd. |Na U Ni| is the number Ly L,
of nodes regulated by nod& or nodei.

Figure 3. Modification of definition of degree of collaboration between
layers. In this case, degree of collaboration between Iayegs is

Degree of collaboration
between layers

M 5/12 L;-level and another node including . |S., U Sy,| is the

number of nodes regulated by nodes includingLinlevel

h h h h or nodes including ir_,-level.
w M 1/2 [Il. COLLABORATION STRUCTURE AND RELIABILITY OF
‘ ROUTER-LEVEL TOPOLOGIES

A. Degree of collaboration

Figure 2. lllustrative example of differences on degree of collaboration We first evaluate the collaboration structure in eight
between layers even when he number of nodes, links are the same. In

the upper topology, the collaboration . In the bottom topology, the router-level t0p0|99i95; AT&T, Sprint, Ebone, EXOng,
collaboration is3. Level3, Telstra, Tiscal and Verrio [8]. These topologies

are obtained from traceroute-based network measurements,
which may require alias resolution. The rocketfuel in Ref.
[8] extended Mercator project's method [12] and relaxed
the possibility of IP aliasing of routers to some extent.

Di _ 2aeN INi N Na| (1) For comparison purpose, we compare the results of router-
collab IN;| ’ level topologies and five transcriptional regulatory networks,
DYy = (Dhgap)i Vi€l @ E Coli, human, mouse, rat and yeast, and model-based

COi col ?

two topologies (BA topology and ER topology [13]). For
whereN is a set of nodes in the network, ahlis a set of  each topology, we calculate the hierarchy and then obtain
nodes that are regulated by nad&hen,|N; N Na| represents  the degree of collaboration in each layer and degree of
the number of nodes that are regulated by both riogied  collaboration between layers. Note that we do not show
nodeA as shown in Fig. 1( ) represents arithmetic average. the degree of collaboration related to the bottom-level since
2) Degree of collaboration between layerfegree of nodes in bottom layer do not regulate other nodes by our

collaboration between IayerBtél’lLai)_betW indicates fractions  definition of hierarchy.
of nodes that are co-regulated by the node;alevel and the We show the degree of collaboration in Figs. 4 and 5.

node atl,-level, and is defined by the following equations. From the results of router-level topologies in Fig. 4, we
INANNg| observe that difference between the degree of collaboration
DLule _ LAcLy LBels NyoNg| (3)  Of top-level and the degree of collaboration of middle-level
betw-level ~collab |La| - L2] ’ is less than 0.1. In contrast, the difference on transcriptional
where|Na U Ng| is the number of nodes regulated either by regulatory network is large in general. More distinctive char-
node A or by nodeB (see Fig. 1 for illustrative example). acteristic of router-level topologies can be seen from Fig.
IL| is the number of nodes including in-level. Note that - In the router—llevel topolqgies, the collaboratio_n _between
the collaboration defined by Eq. (3) depends on the numbe@p-level and middle-level is marginal, whereas it is not in
of nodes inL-level. To compare with several ISP topologies the transcriptional regulatory network. One possible reason
that have different numbers of nodes/links, we modify thet© have such the marginal collaboration is the functionality
definition of collaboration between layers to represents th®f middle-level nodes in the router-level topologies. That

number of collaboration: is, the traffic is first aggregated at the middle-level nodes
ISL. N SL| and then forwarded to the top-level nodes. Thus, there are
Dttla{\l;vz—mllab = = Pl (4)  no consideration on load-balancing between top-level nodes

IS, USL| and middle-level nodes.

Figure 3 illustratesS;, NS, andS;, US,,. [S., NS.,| is
the number of nodes regulated by both a node including in
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" MM reliable network by incorporating such the collaboration
o2 HHH H —— structure. In the next section, we will discuss the effect of
. I | the collaboration structure on the reliability in detail.
A& N
MR R IO SR IV. EFFECTS OF COLLABORATION STRUCTURE ON THE
RELIABILITY
Figure 5. Degree of collaboration between layers. In the previous section, we show that the transcriptional

regulatory networks of human (Hs), mouse (Mm), and
yeast (Sc) is most reliable among the organisms that we
B. Reliability investigated, and find that these organisms exhibit higher col-
laboration between top-level nodes and middle-level nodes,

We next compare the reliability of router-level topologies =" . o .
P y holog while the router-level topologies exhibit lower collaboration

with that of the transcriptional regulatory networks. The etween them
purpose of the comparison is to investigate how the degreg :

of collaboration discussed in previous section relates to thgtrISct?rIZ gr?Cttrl:zan’re\?iISbill?cvesl\t/llg?cteesegﬁi(;itial(l)f (\:;gaitr)gzggg
reliability of networks. For this purpose, we consider the Y- p Y

random node failures in each network, and we evaluate thg‘e collaboration be_tween _to_p-level n_odes .and mi_ddle-level
ratio of nodes that are reachable from top-level nodes to th odes through the link-rewiring, and investigate differences

number of nodes in the network. Hereafter, we call the rati efare and aiter the link-rewiring. Note that the actual ISP
as thereachable node ratio ' ' network may increment links or capacity of links rather than

Figure 6 shows the reachable node ratio dependent okewiring the links. However, we still consider to rewire the

the failure ratio. The failure ratio is defined as the numbe|Jlnk because_our_ primal concern he_r_e is whether the increase
of failed nodes normalized by the number of nodes inOf collaboration improve the reliability or not.

the original network. In obtaining the figure, nodes to fail A, Rewiring to increase the collaboration

ar%dslellecte;j ragdom_ly frok;ntta selt oflnoddes in tolp-le\;eldor We explain the link-rewiring operation to increase the col-
middle-level nodes since bottom-level nodes are located g, a4ion hetween top-level and middle-level. The operation

the 90'96 of the network and removing them does not IV&onsists from four steps as described below. The illustrative
the impact on the reachable node ratio. The results of th8xample of each step is shown in Fig. 7

router-level topologies are depicted as solid-lines without . .
symbols. We also depict the upper bound of the reachabIeStep' 1 Find a nodeX regulated by three or more nodes in
the same level. If several nodes are found, a node

node ratio in the figure. From this figure, we observe that the .

results of human (Hs), mouse (Mm), and yeast (Sc) is most is selected randomly.

reliable among the organisms that we investigated, and isStep' 2 Select a nod& randomly from the se_veral nodes
close to the results of model-based topologies (BA topology Itg\?élregulate the nodx and that are in the same
and ER topology). Looking again at Fig. 5, we notice that : . . ,
these organisms exhibit a high collaboration between top- Step. 3 When the nc_)deY is the middle-level node, find a
level nodes and middle-level nodes, which increases the nodeZ that is _co-r(_agulated only by t_he top-level
number of alternative paths between top-level nodes and nodes. Othe_rW|se, €., when_ the nodés the top-
bottom-level nodes. That is, it is expected to construct more level node, find a nodz that is regulated only by
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} Top level present connectivity after the random node failures by using
/ the un-directed links instead of directed links, and evaluate
the difference between the original router-level topologies
and the topologies after the link-rewiring. In particular, we

use thecover ratig which is defined a%‘ whereS; is the

Step. 2 Node Y is one of
nodes regulating Node X.

Middle @
level

W

e & ik from. number of nodes in the largest strong component adter
removed, and a link is node failure, as the measure of the reliability.
wired from node Y to . .
node Z. Figure 9 shows the cover ratio of each topology after
the link-rewiring. We examined 300 trials of random node
BI(:\:Im { L X &A failures and the average of them is plotted in the figure.
A AN We can see that the cover ratio improves for the most of
Step. 1 Node X is regulated by three Step. 3 Node Z is regulated by router-level topologies except Sprint, Exodus, and Level3
nodes included in the same layer. Sl GREED 1 b Y which show a little improvement. The reasons are as follows.
The original Level3 topology has a lot of links and is
Figure 7. lllustrative example of the link-rewiring operation already collaborated well. That is, there is a little space to

improvement. The situation for the Sprint and Exodus is
different from Level3; the number of rewiring operations
in the Sprint and Exodus is 59 and 14 respectively, while
08 it is 221 in the AT&T topology. That is, the Sprint and
Exodus have a little opportunity to increase the collaboration
mT-T between the top-level and middle-level. The results of this
04 1 1 M section indicate that the collaboration structure of topologies
=MM characterizes the reliability, and the reliability improves to
o210 r 11 r ” A1 some extent by increasing the collaboration.
C R S F P & E PP

YRS g

0.6 +—

S e o & V. CONCLUDING REMARKS

R In this paper, we investigated the collaboration structure in
. . _router-level topologies, and showed that the collaboration be-
Figure 8. Degree of collaboration between layers after the rewiring . .
operations tween top-level nodes and middle-level nodes in router-level
topologies is less than that in the transcriptional regulated
networks. Because of this, the connectivity of router-level
. _topology is easily collapsed when node failures occur. In
the middle-level node. If there are several candi-grder to reveal the possible evolution path to improve the
date for the node, select the nod& randomly.  rgjiapility of router-level topologies, we demonstrated that
Step. 4 Rewire a link between nodé and nodeX; remove  tne reliability of several topologies improves when the col-
the link from nodeY to nodeX, and wire a link  |aporation between the top-level and middle-level increases.
from nodeY and nodeZ. However, the improvement of reliability is limited in Sprint
Note that, in Step. 1, when the nodé is regulated by and Exodus topologies due to the limited opportunity of link-
only two nodes, rewiring the link leads to decrease therewiring operations. That is, the evolution path to construct a
collaboration in the layer (middle-layer in Fig. 7) that the reliable network is limited. Our future work is to identify the
nodeY belongs to. topological structure to prevent the link-rewiring opportunity
This rewiring operation is continued until either of fol- in router-level topologies.
lowing termination conditions is satisfied.
1) There is no candidate for nodéor nodeZ. ACKNOWLEDGEMENT

2) All nodes are regulated by both of top-level nodes and This work was partly supported by Grant-in-Aid for
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maximized, thus we do not need the |ink-rewiring_ the Promotion of Science (JSPS) and the National Institute
The collaboration between layers after the rewiring oper2f Information and Communications Technology (NICT) of

ation is summarized in Fig. 8, and shows that the operatior]apan‘ We also thank; to Dr. Nitin Bhardwaj who gives me
certainly increase the collaboration between top-level andi€!Pful data of transcriptional regulatory networks and Mr.
middle-level. hoi Shi of the Tokyo University of Science for fruitful
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B. Reliability of topologies after the link-rewiring

Lastly, we investigate the reliability of topologies after

the link-rewiring that increases the collaboration between [1] vaé Ii:gor:g ,?ir:]dp'\r/'dczg‘ériggvs“gol?]‘t*:rtn%%tgnggaﬂgchgrkongr/:“sz"af
top-level and middle-level. Unlike Fig. 6 that evaluates the ;- Conferencepp. 225-230, Oct. 2003,

connectivity of directed network after the node failures, we
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