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Abstract—An increasing customer usage of Internet services
with various devices demands a greater effort on data security
and privacy issues, because more and more devices are
connected and personal data are spread more widely.
However, in many cases the performance of services is more
important than the provision of data security. So, this leads to
a need to investigate how the user perception of data security
influences the usage of Internet services, which will be
analyzed with the Technology Acceptance Model. Here, the
aim of this paper is to figure out a possible negative impact of
the perception of data security on the usage of Internet
services. The aim of this paper will be that within the usage of
the Technology Acceptance Model an influence of data security
issues can be proven.
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. INTRODUCTION

During the last 10 to 15 years, more and more people use
the Internet and Internet services in their daily life. This
development leads to a rising global Internet penetration and
data flow [1]. Further, most people use mainly services for
Social Media, broadcasting/streaming, gaming and cloud
computing. Especially during the last years, people start to
use the different services with various devices. This
approach conducts that people apply more and more
different devices for the usage of services [2][3]. Due to this
application of services the devices get connected among
each other. Hence, it can be assumed, that the personal user
data spread to a larger degree [2]. For the customers of
Internet services, it is elusive where the personal data is
stored and who gets access to the personal data, because the
smart connected devices cover wide range of information
over geographical boundaries [3][4]. Finally, the usage of
Internet services by customers faces the problem of data
security and privacy from the user perspective. Personal
data include critical information and intellectual properties
about the users themselves and these data are countable
assets from which enterprises, companies and also criminals
can benefit [5].

In general, the users are responsible which personal data
they spread for the usage of different Internet services.
Hurdle free communication, marketing measures and
advertisement disclose also more personal data of the users.
Further, a lot of people are also willing to share their
personal data in ignorance of risks of data leakage and data

Copyright (c) IARIA, 2016. ISBN: 978-1-61208-502-9

theft. Out of it, it can be concluded that data security and
privacy gets more and more important, because more
personal data is disclosed and often the users are not able to
examine who gets access to their personal information and
who uses them for legal and illegal motives.

The authors will figure out what the user perception of
data security and privacy is, when they use different Internet
services with various devices, especially mobile devices
with wireless Internet connections. Moreover, each Internet
usage is in direct connection with data security and privacy
issues. For these reasons, it has to be investigated whether a
higher perception of data security and trust in a service leads
to a preferred usage of this service or device.

Accordingly, the authors analyze what the users of
Internet services do to prevent unauthorized access to their
personal data. In Section Il, the term data security will be
described. Following this section, the authors will figure out
the challenges of service and technology usage. In Section
1V, the methodology presents the theoretical background of
our research and in Section V the further approach will be
described.

Il.  DATA SECURITY

Data security conducts that users want to keep their
personal data to themselves. Here, for the user must be
clear, who gets access to the personal information. Hence,
no one should get access to the user’s personal data, who
does not have the right permission for the usage [4].
However, a lot of companies use personal data of customers,
which customers spread in their Internet services, because a
lot of users are not fully aware of the possible risks of
sharing information [5][6]. Furthermore, they do not know
which huge amount of data they produce and how they can
prevent such risks [7]. This behavior could be a problem for
residential users, because 56% of Internet services and
platforms  transmit  personal  information  without
permissions to third parties [8]. So, users should be better
informed and aware of their personal data. In many cases,
persons divulge information, which they may regret in a
future situation. Further, the data can be linked to critical
personal information like credit card numbers, etc. [5][6].

In general, most users fear: (a) capturing of passwords
and accounts, (b) blackmails, (c) eavesdropping, and (d)
undesired access to personal data from criminals [2]. The
users want a secure transmission of data and the services
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should guarantee integrity, availability and confidentiality of
the data and their transmission [9].

Otherwise, the users also have to prevent unauthorized
accesses by changing the passwords regularly, what the
authors also investigate with a survey. If the users lose their
access and their data is leaked, normally the users have to
bear the loss in reputation of image, business partners,
relatives and friends [2].

I1l.  CHALLENGES

The main challenge for analyzing user perceptions of data
security is that all user attitudes and beliefs are completely
subjective and depend on demographic (age) and cultural
factors, which influence the customer willing to share data
[5]. These discrepancies also include that each user has his
perceptions of risks and prevention of risks. As mentioned
in Section 1, in many cases the people prefer to look for the
performance of services instead of the security and data
protection measures. To increase the customer caution for
disclosure and leakage of private data, services should insert
several measures and rules which the customers have to
imply to use the services [10]. Further, services and
applications should state consequences of misuse and data
leakage and insert different messages to make sure that the
users understand of their data distribution. However, it is
necessary to investigate, what kind of impact the factors
have on the individual perception of data security and the
influence on the usage of Internet services, especially
mobile services.

IV. METHODOLOGY

For the analysis of the connection between the perception
of data security and the usage of Internet services, the
authors will use the Technology Acceptance Model (TAM).
The TAM shall clarify, how the customer individual’s
acceptance of Information Technologies (IT) can be
explained and predicted [11][12]. Our paper will focus on
the dependence of the usage of mobile Internet services on
security issues and the acceptance of new technologies. It is
currently known that the perceived usefulness has a positive
impact on behavioral intentions, which turns in an actual
customer usage [12]. However, perceived usefulness does
not cover the user’s perception, that the usage of the service
will enhance his performance [11].

Moreover, perceived usefulness and behavioral intentions
are not able to analyze and to reflect user perceptions of data
security and the adoption of mobile Internet services.
Therefore, the authors implement an external variable as
influence factor for perceived usefulness. The external
variable will be perceived credibility, which covers the user
beliefs and attitudes that the used systems would be free of
privacy and security threats [13]. Lin et al. further figured
out that data security and privacy are the most affecting
factors for an adoption of technology [13]. It is also known
that perceived credibility influence positively the behavioral
intention to use [14]. But, the authors do not conclude that
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users believe that using mobile Internet services will not
imply security or privacy threats [14]. Here, the authors are
of the opinion that the customers carry security and privacy
threats by using mobile Internet services. To examine this
hypothesis, the authors will use a survey to prove that data
security issues have a negative impact on behavioral
intentions to use mobile Internet services. For the analysis
of the individual customer groups, separate cross-sectional
surveys ("one-shot survey") will be conducted within a short
period of time [15]. Here, the answers are taken by
interviewers in personal oral interviews, thus ensuring
completeness and accuracy of the answers. The personal
interview will be conducted on the basis of a random quota
sample based on the demographic characteristics of gender
and age in order to be representative of the local population
[16][17]. To cover the frequency of mobile data usage and
the perception of data security, a 5-point-Likert-scale (very
often to very few and very important to very important) will
be implemented. The discrepancy to the previous study will
be underlined by the analysis of other impact factors like
culture values and traditions.

V. APPROACH

The idea of this paper is to present a relationship
between a perception of data security and usage of Internet
services, especially of mobile Internet services. After a
review of literature to gain an overview about existing
concepts and theories over customer behaviors in
circumstances of data security issues, a survey shall find out
and investigate current customer Internet behaviors. The
data will be analyzed with quantitative research methods
under usage of the statistical program Statistical Package for
the Social Sciences (SPSS). After the evaluation credibility,
the Exploratory Factor Analysis will be done to ensure the
validity and to present related groups of perceptions and
services. The analysis of the survey shall present the
regression between the external variable perceived
credibility and perceived usefulness and behavioral
intentions. After completion of the data analysis, next steps
aim at figuring out the results of least square regression and
completion to support the hypothesis and findings of the
TAM in relation of data security issues.
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