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Abstract—Cloud-based digital signature can be seen as a mad
for reliable, convenient, on-demand network acces® security
infrastructure that performs cryptographic operations of
digital signature. This study proposes a protocol dr data
exchange between signer and signing-enabled cloud
environment in the cloud-based digital signature mdel. It also
covers performance results and implementation notesf Signer
entity.
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l. INTRODUCTION

Recently,
delivering computing as a utility. Although the dng behind

cloud computing is based on decades of the existin
responsm fr

technologies and research, enthusiastic
developers and widespread acceptance among USHirsnso
that cloud computing is here to stay and likelyptay an
even more important role as a concept in many dialfl
information technology, including encryption. Defig

cloud computing as a “model for enabling ubiquitous

convenient, on-demand network access to a sharedopo
configurable computing resources (e.g., networksyess,
storage, applications, and services) that can Ipidlya
provisioned and released with minimal managemdattedr
service provider interaction” [1], and digital siore as “the
result of a cryptographic transformation of datacthwhen
properly implemented, provides the services of:.giori
authentication, data integrity and signer non-régii@h” [2],
cloud-based digital signature can be seen as a Infode
reliable, convenient, on-demand network accesstorgy
infrastructure that performs cryptographic operaioof
digital signatures.

The main difference between a standard digitalatige
system and a cloud-based one is that, while teedjerates
in the “close” environment of a personal computed a

plugged-in dedicated devices (microchip card andd ca
reader), the cloud-based system involves networta da

exchange between signer
environment. This paper proposes a protocol fos thata
exchange and, as a result, outlines Software asr@c8
(SaaS) cloud that performs digital signature.

The paper is organized as follows. Section 2 dessri
some basic requirements for cloud-based digitahagige
system. Next, in Section 3, the protocol's entitiesl data
flow are analyzed. Section 4 details each stepeamtotocol.
Section 5 is based on the implementation of Sigmdity
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cloud has become a new paradigm fo

and signing-enabled clou

and covers performance results and implementataasn
Finally, the related work and motivation for futurerk are
discussed at the end of the paper.

1. REQUIREMENTS

Requirements for cloud-based digital signature quait
are associated with the demands for newly desigudic-
key cryptosystems reported in the literature [4,5,6

A. Security

Security of cloud-based digital signature systempsy
refers to the protection of user’s private key frdming
fetrieved and/or used without authorization. Eaafetthe

rivate key is restored in the cloud it can be aoted and
sed outside the system (attack on key). Otheatbrare
related to unauthorized use of the private keydmshe
system, which may be affected by a modificatiodath sent
for signing (attack on data) or being impersonadetine
(impersonation attack).

Considering the source of risk to the system’s sgcu
we can identify two main groups of threats. Theeyscan
be compromised by vulnerabilities in supportingtwafe
(including operating system, web browser, web serve
database server etc.). This kind of threats carcdiked
indirect because they are not related to the psocésloud
signature itself.
confidential data or allow unauthorized modificatim data
flow. The ability to protect the system againstiiact threats
is obviously limited. Therefore, when designing ecige
cloud signature system, it is necessary to andheesffects
of a successful attack using vulnerability in supipg
software. In such a case, security of user's peikatys must
be preserved.

The other group of risks is directly related
vulnerabilities in the system’s protocols and pthoes
(direct threats). They may occur in each componérthe
system and at each stage of the process. In comtrake
indirect risks, a successful attack using the featuand

aracteristics of the protocols and proceduredesigned
system results in disruption of the signature psscand
often allows an attacker to compromise private kegsored
in the cloud. Therefore, a secure cloud signatystesn must
prove its resistance to direct threats.

When analyzing security of centralized cloud sigrat
system, all the involved protocols and proceduessrto be
examined to understand the scope of potentiallastathen
only a single private key can be compromised, weeaaking

to
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about local-scope threats. The attacks which tareatl
private keys and any signing process are considgidzhl-
scope.

B. Usability

ISO [23] defines usability as "the extent to whiah
product can be used by specified users to achipeeified
goals with effectiveness, efficiency, and satiséactin a
specified context of use” (ISO 9241-11:1998). Thepbkasis
placed on this requirement stems from the beligf tarrent

The concept of moving processing to the cloud elatgés
the need for dedicated hardware and software. Sigoes
not have to deal with a microchip card, a card eeatid pre-
installed software.

B. Issuer

Issuer is an entity that owns or creates data didne
Signer in digital signing process. In this paplke, inost basic
model is presented, which assumes that Issuer ignérare
the same user. However, it should be noted thatemor

systems do not correspond with modern standards aomplex models with separation of these roles can b

usability (well known from electronic payment systeand
e-banking) and that high usability is always atsddth the
requirement of high security level [3,7].

A radical method of achieving high usability is to
eliminate dedicated devices for digital signaturécfochip
cards, card readers) and propose data e-signitg-asud
service. By transferring processing logic to infrasture
provider (cloud) and providing a simple accessrfate, the
process of digital signature can be reduced todstan
authentication and secure data transfer.

C. Cross-platform and integration capabilities

In order for any kind of digital system to be calesied
cross-platform, it must be able to operate in aagdare
and software configuration. Dedicated hardware
conventional digital signing solutions impose mdonda
system requirements. It makes porting the systemeto
platform (e.g., mobile devices) very complicatetl.also
makes it difficult to integrate digital signing s&res with
other electronic services.

Providing an interface for digital signature seedc
through standard network protocols has multi-platfo
capabilities at both the hardware and softwarel |&vransfer
of processing logic to cloud also offers great opputies
for integration with other electronic services dasg in the
cloud.

[l
We can identify four basic protocol entities:

ProTOCOL BASICS

A. Sgner

Signer (User) is the client for signature serviatose
private key is restored in the cloud in digitalrsigy process.
Considering the complexity of the digital signatprecess,
the system requirements for signer are minimal. yThe
encompass a mobile device with an active SIM card.(
phone) and a device with Internet access (e.gerriat

inmplemented.

presented. Regardless of role separation, issidteyid also
characterized by “cloud-based processing logic’ustithe
system requirement remains the same for both Signdr
Issuer.

C. Proxy

Proxy provides the interface for the digital sigmat
service in cloud. The device consists of a singlwer or a
group of servers with software that supports HTTP
communications  protocol (web server), database
management system and dedicated applications. dléeof
proxy server is reduced to managing and monitotiagr
access to a hardware security module (HSM) where
cryptographic operations of cloud-based digitahatgre are
Process management includes user’s
authentication as well as collecting and formatiilaga sent
to the HSM. Proxy also performs monitoring and iagg
system events.

D. Hardware Security Module (HSM)

HSM is a device with built-in secure cryptoprocesso
dedicated to managing cryptographic keys and azgrgiut
cryptographic operations of cloud-based digitalnaigre.
The HSM certified by NIST [24] is considered tamper
resistant, which is why the environment of this tpool
entity is assumed secure in both the logical angkiphl
layer.

As mentioned earlier, the basic model of cloud-dase
signature service assumes that Signer signs datawhs.
The model describes the interaction of three eustiti
(Signer/Issuer, Proxy and HSM). Signer/Issuer anoky
communicate with HTTP protocol. In order to provide
higher level of security, this communication shob&lmade
over a secure TLS channel. HSM can be connected to
Proxy as a built-in device (e.g., PCI device) aide as a
standalone cryptoserver. The detailed configuratiocloud

enabled PC with modern web browser). These verjcbas€nvironment (Proxy and HSM) is beyond the scopénisf

requirements allow processing regardless of harelveard
software platforms. For the mobile device,
flexibility in terms of architecture and operatisgstem as
well as services offered by the mobile operatorr fe
Internet enabled device, there are no operatinteisysnd
web browser restrictions. Nevertheless, there anepating

paper.

it means

IV. PROTOCOL DETAILS

User, in addition to unique identifiefname) and
passwordpass), has a mobile phone with active SIM card
and corresponding phone number. This device is tged

power and web browser supported technologies issug¢gceive text messages, sent from the signing system

related to client-side cryptographic operations.isTls
discussed in Section 5.
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containing the value of one-time password (OTP).
Each user is assigned an asymmetric public-prikate

pair (k> Kpev') representing electronic signature keys. Key

69



CLOUD COMPUTING 2013 : The Fourth International Conference on Cloud Computing, GRIDs, and Virtualization

ko is used to digitally sign data, which is why itetection

is critical from a security point of view.
Hardware security module maintains its own asymimetr
key pair (kion, kpw™) , symmetric key K, the value of

OTPy for the one-time password generation algorithms6

and implements the following:

Gen - password-based key derivation function [8],
Sym®™, Sym encryption and decryption
algorithm of symmetric cipher working in
Authenticated Encryption (AE) mode [9,10],

Asym - asymmetric cipher,

SignASym - digital signature algorithm,

Gengpp - One-time passwords generator [11,12].

Proxy storeg necessary to restore the user's private key:

~user Y
k =sym§(nc(syménecn(pass) kgisr)) (1)
In order to sign a document (doc), the followingpst are
performed:
1. User connects to the Proxy and pre-authenticates. |

order to keep the protocol as simple as possiliged
uses only one password in the system. Althouglpitbe
authentication process is used mainly for phonebaim
identification, it uses the same password that rescu
users private key. That's why security requiremdots
this process should be relaxed, for example, bggusi
collision-rich functions [7]. Another idea is tolak

clients to pre-authenticate to servers using zero-

knowledge proofs.

As the algorithnSymY¢coperates in AE mode, operation
(6) confirms the integrity and authenticity of the
document and verifies the one-time password. Sityjla
operation (7) also authenticates User by verifyjags).

. Security module (HSM) signs a document using the

Ser

user's private ke,

8

docg,,= Sign doc
sign g k},‘?{c,r( )

Fig. 1 depicts a detailed view of the protocol fldwy
describing the sequence of actions in a process. KHy
features can be summarized as follows:

Independent proofs. Security of the user's private
key relies on two independent proofs of identity:
something the user has (registered SIM card and the
phone receiving one-time passwords) and something
the user knows (password).

'Sole control'. The private key remains under the
user's 'sole control'. Key data is encrypted with
password known only by Signer. It is impossible to
restore even by the service provider. The onlygrers
who can do that is Signer. The concept of 'sole
control' is discussed in detail in [14].

Security functions in HSM. All main security
functions are moved to a secure environment of
Hardware Security Module. Outside the HSM
private keys and data to be signed are always
encrypted. Verification of independent proofs
(password and one-time password) is also
implemented in HSM by using a symmetric cipher in
AE mode.

2. The server identifies the phone number of the : - . , . .
authenticated user and initiates the process ofiginy * High usability level. From Signer's point of view
one-time code OTP. digital signature process has been reduced to

3. The user downloads the software, necessary foogubt st.andard guthentication and secure dat'a trangder .(s
communication, as a dynamic website. Using the Fig. 1) Signer does not need any dedicated devices
supplied implementation of algorithms User genetate for digital signature.

» Event logging. Proxy can be used as an event logger
T enc in the system, which meets the requirement to
doc= SymGen(paSSHOTP)(dOC) @) include generating digital signature into the sigur
process of public key infrastructure (PKI) pointed
PASS= ASym, e (pass) @3) out in [6].
L V.  SIGNER ENTITY IMPLEMENTATION NOTES
and send@ogin, pass, doc) to Proxy. _ ) ) _

4. Proxy forwardgpass; doc) dataset received from user . As mentioned earller,_there are some |mplen_1entat|on
together withk ™" suitable for an authenticated user toIssues related to cllgnt-5|de cryptogrgphlc opematltha.t
the security module (HSM) must be. analyzed in order to estimate the additiona

5 HSM resto)r/eS' ' computational overhead of the proposed protocol rwhe

) ) comparing to basic server-side digital signaturetqmol,
. with no client-side encryption (e.g., one proposed 6]).
pass=Asymy e (pass) 4 First of all, the client-side cryptographic opeoas,
performed in step 3 of the protocol, are executed

~user

OTP=G6HOTP (k H OTPsecret)

©®)
(6)

_ dec kP
doc=Symg,, iassjore)(d0C)

~user

(k

dec
K

dec

user__
Kpry = Gen(pass)

prv

Sym, (Sym! ) Y
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transparently in browser environment and will ptalpabe
implemented in JavaScript. Most web programmergeagr
that the biggest challenge in web design lies alidg with

the variety of browsers. While the majority of aetipage
elements are reliably rendered in most browsergh ea
browser has its own quirks when it comes to the
implementation of JavaScript engine. This might seau
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different overhead for the same machine when pmifay
cryptographic computation in different browsersc@wlly,
client-side data encryption requires loading Iddak. Such
feature is not supported by older browsers. A stechavay
to interact with local files was introduced in HTMBIL
specification, so an up-to-date, HTML5-enabled tsemis
required to interact in the protocol. Althoughstténtails
additional restrictions, the need to use an upate-throwser
also meets the security requirements mentione@adtich 3.

Further notes are based on Signer entity implertienta
prepared as dynamic HTML page with SJCL library for
cryptography in JavaScript [20]. For asymmetricrgption
256-bit EIGamal ECC was used. Symmetric encrypison
performed with 128-bit AES in CCM mode. Table | wiso
the average execution time for step 3 (see Sed)ofor
different sizes in different browsers.

It has been observed that performing symmetrig

encryption on larger files causes browser to fredzgs
behavior is unacceptable in terms of usability.aboid this,
larger files should be split into smaller parts amtrypted
separately. When choosing the size of file splittee
following factors must be taken into considerati@ill,
encryption of large file parts might cause the twewto
freeze on older machines. Small file parts incretse
number of iterations in encryption loop, which ughces
overall performance.

Table Il shows the average execution time of ertargp
10 MB file with different splitter size. The testaw
performed on two different computers with high dod/
computing power, respectively.

In addition to computation overhead, there is ats®
additional download size of required scripts. Usingll-
known optimization techniques this size can be ceduto
approximately 50kB, which is negligible from theets
point of view.

VI.

A secure digital signature creation environmensgoleon
mobile devices and smart cards, is defined andyaedliby
A. Mana et al. [15]. Storing private key on sigaeé3IM card
is proposed by H. Rossnagel [16]. A more serveg-si
approach with encrypted private keys is presentgedvib
Centner et al. [17]. The same authors in [18] dexiga
digital signature service based on smartcard-read
middleware as a Java applet. A proof-of-conceptopype
of this approach has been implemented as a welatbas
signing service. A signing scheme for thin cliemgth
server based processing is presented by Y. Ldi gt3. J.
Anderson et al. [7] proposes a protocol, whichvedlaisers
to store secrets, such as private keys, in thedclasing the
services of several key recovery agents.

On-going work on novel signing service schemedse a
related to European Commission's mandate M/460.Uthe
standardization platform is prepared by two Europea
standardization organizations, CEN [25] and ETS)].[2n

RELATED WORK

d

[19], the Commission indicates new perspectives anif!

F

challenges for the platform. Many of them (e.gossrborder
compliance) can be implemented with cloud-base
processing logic.
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TABLE I. AVERAGE EXECUTION TIME FOR DIFFERENT DOC SIZES IN
DIFFERENT BROWSERS
File Execution time(ms)
size Chrome Firefox IE
100kB 688 344 186
200kB 814 392 245
500kB 1186 559 422
1MB 1521 820 688
10MB 11183 5825 5188
20MB 23634 11564 9932
TABLE II. AVERAGE EXECUTION TIME FOR DIFFERENT DOC SIZES IN
DIFFERENT BROWSERS
. . Execution time(ms)
Splitter size
Computer 1 Computer 2
100kB 6246 15319
500kB 5955 14452
1MB 5884 13747
5MB 5673 freeze

Things to consider when moving digital signaturedelp
or, more general Public Key Infrastructure intoudloare
addressed by H. Kharche et al. [4]. Brown and Rsaiin5]
show how existing security protocols (like TLS) oderive
from cloud computing. Important cloud-specific seiyu
issues are also pointed out by R. Chow et al. [22].

VII.

The proposed cloud-based digital signature protocol
meets the usability and cross-platform requiremedaid
down in Section 2. Although the protocol was desiyn
taking into account the security requirements, riaitstudies
are required in order to prove its security.

As the proposed protocol is mainly focused on signe
cloud communication, further studies are requireshow
how such digital signature model can exploit cldamefits.
Moreover, the protocol can be extended to handleemo

CONCLUSION AND FUTURE WORK

&omplex models (e.g., with Signer and Issuer role

separation). Advanced digital signature services i also
geveloped based on the proposed protocol (e.gwdardf
ime Public Key proposed in [21]).

The cloud-based digital signature can also be aedly
for compliance with law and regulations of the dfied
electronic signature. When it comes to EU regutetjo
similar studies are presented by M. Centner ¢13].
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Signer/Issuer Proxy HSM

.——Gequest for pre-authenticatioD—

Secure doc Send doc Recive doc
and auth data and auth data and auth data

Pre-authenticate Signer

‘ ReciveOTP } ,‘ SendOTP ,‘

GetOTP

Attach key data

Send doc, auth data
and key data

Generate signature

Figure 1. UML activity diagram for
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cloud-based digital signeg protocol.
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