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Abstract—A critical point in cognitive radio spectrum sensing
is the ability to detect presence and absence of primary users
as fast as possible at very low SNR. In this paper, sequential
power detection by cumulative sum and recursive generalized
likelihood ratio test is used to detect free spectral slots of
opportunity. The benefits of these change detection algorithms
are the adaptive sensing window, the low processing burden
and the optimality in sense of maximum likelihood. A
spectrum utilization efficiency metric is proposed that put a
cost on late detections as well as on false alarms that might give
rise to harmful interference into the primary system. The
efficiency metric is then simulated versus the size of the free
slot of opportunity and for different SNR. The detectors
presented are found useful for cognitive radio.
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I. INTRODUCTION

Algorithms for quick detection under noisy conditions
have been in use since the 1920s. The first control chart
originated from Bell Labs, where Dr. Shewhart set up
control limits based upon the Bell curve to find out if a
process was in control or out of control.

Later, an improved method based on an intuitive
cumulative sum was proposed [1]. This method is now
named CUSUM, and is closely related to the Neyman-
Pearson test that tries to distinguish between two hypotheses
[2][3][4] when the probability density function (PDF) for
both is known in advance.

Another popular, but often regarded as a high
complexity test, is the generalized likelihood ratio test
(GLRT), where unknown parameters are part of the PDF of
the process. Because this test is based on maximum
likelihood estimation (MLE), it is asymptotically optimal
for a large number of applications. However, for systems
requiring a low false alarm probability, a huge amount of
data needs to be stored and processed before an optimal
decision can be made [8][9][10][11][12][13]. This is
particularly troublesome in high bandwidth systems.

For cognitive radio spectrum sensing, high performance
and low processing burden detectors are wanted. Recursion
is often an efficient processing method, and in this paper,
focus is put on low processing burden recursive change
detection algorithms that also offer certain optimality in the
maximum likelihood (ML) sense. One useful recursive
algorithm is the CUSUM detector, which is optimal for a
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given signal to noise ratio (SNR). Structures of parallel
CUSUM detectors that are optimal for several SNRs may be
implemented and lead to GLRT type of detectors. One
particularly useful detector is the recursive GLRT detector
called R-GLRT [5].

In cognitive radio secondary users need to detect when to
transmit or not. This involves both power turn-off and power
turn-on detection. All knowledge about the primary user
transmit timing and the free window of opportunity W is also
important. If this window is unknown it becomes important
to estimate W or at least transmit packets short enough not to
interfere with the primary user at power turn-on. Detectors
both for on and off detection are presented but estimation of
W is considered outside the scope of the paper.

This paper contributes in the area of spectrum sensing
for opportunistic cognitive radio networks using the well-
known CUSUM detector and the novel R-GLRT detector at
very low SNR where the processing burden of other GLRT
type detectors is significant. Both CUSUM and R-GLRT are
very efficient algorithms that do not saturate when the
amount of collected data grows. Due to their optimality,
these detectors give increased spectral utilization. An
efficiency metric is presented to quantify the performance
offered by these detectors.

This paper is organized as follows. After a system
introduction in Section II, the CUSUM detector and
R-GLRT detector are presented in Section III. In Section IV
both algorithms are simulated, and in Section V their impact
when used in a cognitive radio system is found based on the
spectrum efficiency metric.

II.  MULTIPLE HYPOTHESES SYSTEM MODEL

The detector operates on an increasing number of » input
samples x(i), i=1:n supplied from any sensor circuitry
such as a bandpass filter, a FFT processor, a cyclostationary
feature processor, or a Kalman filter matched to the
parameter whose change is to be detected. The samples are
assumed to be independent and identically distributed
although such a limitation is not always required according
to [16]. Without loss of generality x(i) is assumed normal
distributed with mean value ¢ and standard deviation o ; i.e.,

p(x(1);0)=N(0) = N(u,0) (1)

Immediately after an unknown sample number m the
primary user either turns off or on its transmitter. This is
defined as the change point
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me[O:n] 2)

Before and at the change point m, we have x(i) ~ N(&)).
After the change point for i > m, we have x(i) ~ N(6)). It is

necessary to handle all possible n +1 different change points
m as separate hypotheses H,, meaning that the m first
samples belong to N(6)) and the rest to N(6)). In [5] it is
established that CUSUM and R-GLRT are detectors that
solves this multiple hypotheses problem.

III. CUSUM AND R-GLRT CHANGE DETECTION

It has been proven [7] that the CUSUM test only needs
to investigate the sequential sum of the log likelihood ratio
(LLR) between two probabilities to reach asymptotic
optimal performance as long as both &, and &, are known in
advance. It has also been proven that CUSUM is optimal for
all finite thresholds y [4] . The LLR is

LLR(i) = In(p(x(0);6,)) ~In(p(x(1);6))  (3)
which in case of the normal distribution is

o | (x0)-m)  (x)-4)
20, 207

The sum LLR is very efficiently implemented in
recursive form. The cumulative sum C is started from an
initial value C(0) that affects the transient response of the
CUSUM. It is possible to improve the performance if C(0)
is increased to balance out the transient. This is called fast
initial response (FIR) CUSUM [14][15]. In this paper,
C(0) = 0, even though the R-GLRT algorithm also will
benefit from FIR. The CUSUM recursive programming step
is

LLR(i) = 1n( ()

Oy

C(i)=C(@i-1)+ LLR() (5)
for i=1:n . For the traditional single sided CUSUM
algorithm, only the final value C(n) is stored for later use. In
addition, the maximum value of C at the change point is
stored as

M :rnax(C(i)) (6)
The CUSUM stopping time becomes
T:min{n:M—C(n)>}/} @)

The average run length ARL; is the average stopping
time when all samples are N(6,) . ARL, is the average
stopping time when all samples are N(&)) and is equivalent
to the mean duration between false alarms.

The R-GLRT detector simultaneously runs parallel
CUSUMs

Cu,s = LO,u + Ll,s (8)
indexed by u to adapt to different prior statistics €&, for
i=l:n

L,, (i) =L,,(i=1)+In( p(x(i);6,,)) ©)
and indexed by s to adapt to different 6, statistics after the
change point.

L,()=1L,G-D-In(p(x(s6,))  (10)
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The ML solution, which is already inherently part of the
traditional CUSUM [5] is then solved recursively in
multiple dimensions that includes the unknown statistics
before and after the change point as well as the MLE of the
change point itself .

[4.5,m] = argmax (M, — L, (n)) an

The stopping time under these constraints becomes
T=min{n: M, ~L;(0~L(n)>7,} (12)

IV. CHANGE DETECTION SIMULATIONS

Simulations are done in MATLAB by a flexible
R-GLRT detector that handles any number of pre change
parameter sets 6, and any number of post change
parameter sets 6. If the number of possible pre change
parameter sets and post change parameter sets are only one
then the R-GLRT algorithm collapse into the traditional
CUSUM algorithm.

The simulations show how well these detectors are able
to detect a sudden shift in variance. The signal to noise ratio
generating the change is defined as

2 2 2
SNR = (o = 14) +|O_1 _O_0| (13)
min (G(f ,07 )

For detection of a change in variance, the mean values
are disregarded by setting uo= u; = 0. To detect primary

user power turn-on, o, =1 and o} =0, +0,, where the
. . 2 .
primary user power is represented by o, . To detect primary

user turn-off, o7 =1 and o, =0} +o,. In both cases the

primary user power is swept.

Results from a simulation of ARL for detection of
sudden power turn-on and turn-off are given in Fig. 1. ARL,
should be as high as possible and ARL; should be as low as
possible. Note that the power turn-on detection is slightly
better than the power turn-off detection both with regard to
detection speed and false alarm at the optimum SNR which
in this example is -3dB. It is important to note that the
detection of primary user power turn-on or the detection of
primary user power turn-off leads to different ARL although
the algorithm is almost the same.
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Figure 1. ARL for unknown power turn-on and off of two CUSUM

detectors with y=6 running equal but swapped sets of parameters 6.
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One obvious difference for CUSUM is that detecting an
unknown power turn-on gives improved detection speed if
the power (SNR) is increased. Opposite, while detecting an
unknown power turn-off the detection speed is almost
constant independent of the apriori SNR.

A.  The SNR wall problem

The CUSUM detector needs knowledge about 6, and 6,
for optimal performance. The R-GLRT detector is able to
pick the most likely 6, and 6, when they are not known in
advance. Therefore unknown power levels both before and
after the change point can be controlled. However, if the
system noise floor is not properly calibrated it is impossible
to distinguish between the power from an actual primary user
or the unknown power from the detector itself. This
eventually leads to the so-called SNR wall problem [17]. It is
therefore obvious that some kind of automatic noise floor
calibration is needed to prepare the detectors for accurate
operation. In such a setting the R-GLRT detector is not only
capable of giving stopping information but also valuable
tracking information to refresh any estimate of the detector
set noise gy While important, this topic is anyway outside
the scope of this paper.

B. Primary user turn-on detection

The ARL for an unknown power turn-on is presented in
Fig. 2. As illustrated, the two CUSUMs are quite robust to
SNR offsets from their most optimal design points.
Therefore the discretization of the continuous parameter
space can be done by a relatively small number of parallel
CUSUMs when setting up the R-GLRT algorithm. The
simulation shows that this R-GLRT algorithm reaches
almost identical stopping times compared to each of the
single CUSUMs at their best SNR.

C. Primary user turn-off detection

Fast and reliable turn-off detection is considered very
important for cognitive radio applications. One complicating
factor is the presence of multiple primary users at different
power level turning off their transmitters at unknown
change points.

6
\ \
5 CUSUM 0dB
’:4 ‘-‘."---: \\‘ - J-I- R —
= === =Y CUSUM -12dB
Es \\\\\
] B Sy
E)ﬂ e — N

ey
//
/ ‘/','

R-GLRT knoyw,
1 n 00 aﬂ‘d unknan 6’1

-20 -15 -10 -5 0 5 10
SNR dB

Figure 2. ARL, for unknown power turn-on of two CUSUM detectors
optimal at -12dB and 0 dB compared with 4RL; from R-GLRT containing
three CUSUM detectors each optimal at -12, -6 and 0dB. ARLo for no shift
equals 132000 for all.
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It turns out that it is more complicated to detect the last
(and sometimes the weakest) primary user power turn-off
than the first primary user power turn-on. For example,
assume 2 primary users, one strong and the other one at
weak power. They transmit both for a long time. During this
period the R-GLRT integrate prior statistics for all different
6,. The algorithm is however not capable of collecting any
useful information about the weaker transmitter. If the
stronger primary user turns off its carrier, the assumption of
a constant (but unknown) 6, no longer holds, and the R-
GLRT will have to trust the stopping condition from the
CUSUM running on the weak power setting independent of
the potential higher likelihood and faster stopping times
from other CUSUMs.The R-GLRT detector is therefore not
very well adapted to the task of detecting all primary users
power turn off.

The CUSUM detector is on the other hand well adapted
for such a task. In this case the mean detection speed versus
different SNR becomes constant while the false alarm
probability is reduced when the power is increased as
illustrated in Fig. 1. This kind of detector behavior is
conservative and not far from the wanted behavior. While it
is possible to achieve faster detection speeds for higher SNR
using the R-GLRT detector, the detection of power off has
to be given with a certain confidence for the power being
below a certain level. One single CUSUM is in fact capable
of doing this task in ML optimal manner for all y. Therefore
we entirely focus on the CUSUM detector for power off
detection.

The CUSUM power off detector is simulated for three
different SNR as depicted in Fig. 3, Fig. 4 and Fig. 5. In
these Figs interpolated ARL values are fitted based on

ARL, = ke’

14
ARL, ~ ky (i

Closed form expressions of ARL are difficult to derive. It
is however obvious that the mean likelihood growth is linear
for constant 6. Therefore ARL; becomes asymptotically
linear to y. Our simulations also strongly indicate that ARL,

is asymptotically linear to e’ .
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Figure 3. ARL for power turn off versus y.
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Turn off CUSUM SNR=-15dB, k0 = 3807, k‘1 = 3119
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Figure 4. ARL for power turn off.
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Figure 5. ARL for power turn off.

The empirical asymptotic solutions (14) are therefore
well suited to find ARL at larger thresholds where
simulations are cumbersome

V.  COGNITIVE RADIO SENSING EFFICIENCY

In this chapter the sequential change detection
algorithms are linked to cognitive radio opportunistic
spectrum utilization. A spectral efficiency metric is defined
that express how well the available spectrum is utilized.
There are two terms that contribute to this metric. They are
the correct transmissions factor 7. and the faulty
transmissions penalty 7. #r is also to be understood as the
maximum interference ratio into the primary system if a
primary user is doing a continuous transmit operation. The
total spectrum efficiency metric is defined by subtracting
these two terms after weighting them equally

n=n,-m, (15)

Correct transmissions are defined as transmissions done
when the channel is idle during a free window of W

consecutive samples. The utilization of this window is
W —ARL,

=1 16

1. W (16)

where the length of the secondary user transmission is
W-ARL,. If ARL,; approaches zero, the utilization approaches
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unity which is the highest possible. If 4RL, > W , no mean

successful utilization is possible. The second term of the
spectral efficiency is the penalty when interfering into the
primary user spectrum

W -ARL
W — ARL, + ARL,

1, (17)
where W-ARL;+ARL, is the average length between each
faulty transmission. The efficiency metric 7 approaches its
optimal value unity if ARL; << W << ARL,. Note that the
idle window size W is assumed either known or estimated
by the secondary users. Once the primary user turn-off
change point 71 is detected at the stopping time instant 7,
the secondary user is assumed to be capable of transmitting
a packet with duration W+ m -T before the free slot of
opportunity closes after W samples. If in doubt about the
size of W and the accuracy of i, the secondary user may
decide to turn off early to allow itself to search for the
primary user turn-on to update estimates of W. The
cognitive radio spectral efficiency in case of correct
knowledge of W and negligible variance of 7 becomes

NW_kl}/_ W—-ky
w W —ky+ke

(18)

From this equation it is possible to find the maximum
efficiency for a given SNR and W by varying y. The result is
given in Fig. 6. It is thinkable to utilize short windows of
opportunity if the SNR from all primary users is known to
be high. However, at an SNR of -21 dB, at least 12,000,000
free samples are needed to give an utilization higher than
95%. All different CUSUMs, independent of SNR
optimality set point, surprisingly need the same threshold y
for a given efficiency. For example at 95% efficiency a
threshold of 10.8 is needed. At 97.5% efficiency the
threshold has to be increased to 12.4 regardless of CUSUM
SNR setting.

It is also important to check out 7, versus #. This is given
in Fig. 7. With a total efficiency of 95% the maximum
interference ratio into the primary system becomes 0.43%.
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Figure 6. Maximum spectrum efficiency utilization # versus W for
three different CUSUMs and their individual SNR at optimal y.
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Figure 7. Primary system interference #; versus total spectral efficiency
7 in percent at optimal y.
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Figure 8. Spectrum efficiency utilization # versus W and SNR for

three different CUSUM having equal thresholds y=10.8.

If on the other hand the thresholds of all CUSUMs are
frozen to for example 10.8, then the spectrum efficiency
versus W becomes modified as shown in Fig. 8. Because
the threshold now is constant, the efficiency will begin to
drop when W increase above a certain maximum length. In
this situation the penalty #, due to longer faulty
transmissions starts to increase. To avoid this burden for the
primary user system, an adaptive threshold setting versus W
is necessary.

The spectral efficiency found here is close to the results
given in [6] using a predefined fixed window length. The
main difference and the benefit of recursive sequential
detection compared to block based sensing is that the
sensing window length is not chosen in advance but rather is
decided by the algorithm itself as soon as the predefined
likelihood is reached. As a consequence, sequential
detection is more robust to variable conditions. Another
complicating factor of block based sensing is the need for
synchronization or sliding window techniques to maintain
an optimum start with respect to the unknown change point.

VI. CONCLUSION

Two algorithms for ML optimal change detection have
been presented and compared for cognitive radio
application. The R-GLRT achieves as expected better
performance under unknown SNR conditions particularly
for power on detection. Power off detection is very well
handled by the traditional CUSUM detector. For 95%
spectrum efficiency utilization a free window of 50,000
samples is needed at SNR=-9dB, 700,000 free samples is
needed for SNR=-15dB and 12,000,000 free samples is
needed for SNR=-21dB. It is shown that the interference
level against the primary users in this case is 0.43%
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independent of SNR.

The processing burden of the R-GLRT as simulated in
this paper, is about 20 additions per input sample and unlike
traditional GLRT completely independent of observation
window size and threshold setting. Therefore both the
traditional CUSUM and the R-GLRT algorithm are
particularly useful in cognitive radio when doing lengthy
estimations at low SNR and low probability of false alarm.
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