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Abstract—In recent years, many store-carry-forward routing
schemes have been proposed for sparse mobile ad-hoc networks,
which are the most representative networks in Delay/Disruption
Tolerant Networking (DTN) environments. In general, store-
carry-forward routing schemes are designed under an assumption
that all nodes in the network are cooperative. Therefore, they
are highly vulnerable to malicious behaviors. In this paper, we
propose a malicious node detection method for message flooding
attacks in which malicious nodes generate a lot of unnecessary
messages to exhaust network resources. Our proposed method
detects suspicious nodes in a distributed manner. Specifically, each
node records suspicious scores for other nodes in the network.
Whenever two nodes encounter each other, their suspicious scores
are updated based on the number of messages received from
the encounter nodes. Therefore, the increase in the suspicious
score indicates that the scored node frequently generates and
forwards the messages. After each node sufficiently updates
suspicious scores, it identifies malicious nodes based on their
suspicious scores. Through simulation experiments, we show the
effectiveness of the proposed method.

Keywords–DTN; store-carry-forward routing; sparse mobile ad-
hoc networks; message flooding

I. INTRODUCTION

In recent years, Delay/Disconnected Tolerant Networking
(DTN) technologies attract attention for realizing commu-
nications under poor communication environments [1] [2],
where a path from a source node to a destination node does
not exist for most of the time. A representative example of
poor communication environments is a sparse mobile ad-hoc
network, where the node density is very sparse. To deliver
messages in the sparse mobile ad-hoc network, we use store-
carry-forward routing, which is a typical example of DTN
technologies. In store-carry-forward routing, when a node
generates or receives messages, it stores them in its buffer.
After that, the node carries them until it encounters another
node. When this happens, the node forwards the messages to
the encounter node. By repeating this procedure, the messages
eventually reach their destination nodes.

Epidemic Routing is the earliest proposed store-carry-
forward routing [3]. In Epidemic Routing, whenever a node
having a message encounters another node, it always forwards
a copy of the message. The node receiving the copy further
spreads copies of the message over the network. If there
are sufficient network resources, Epidemic Routing has the
excellent delay performance, though it consumes a lot of
network resources compared with other store-carry-forward

routing schemes. Therefore, many improvements of Epidemic
Routing have been proposed in the past [1] [4]–[6].

Most of these store-carry-forward routing schemes are
designed under an assumption that all nodes in the network
are cooperative and do not behave maliciously. The store-carry-
forward routing is vulnerable to uncooperative behaviors, and
this degrades the system performance, such as delivery delay
and consumption of network resources. Therefore, to deliver
messages safely using store-carry-forward routing, security
issues should be considered.

To date, the behavior of some malicious attacks (e.g.,
black hole attacks [7], gray hole attacks [8], and fake packet
attacks [9]) have been analyzed and their countermeasures have
been proposed [10]. In [11], the authors analyze the behavior of
message flooding attacks shown in Figure 1, where malicious
nodes frequently generate a lot of unnecessary messages and
spread them over the network to prevent delivering legitimate
messages that cooperative nodes generate. Through Markov
analysis and simulation experiments, the authors revealed
how message flooding attacks affect the system performance.
Because network resources are very limited in sparse mobile
ad-hoc networks, the malicious node can exhaust the network
resources even when malicious nodes generate slightly more
messages than cooperative nodes. Therefore, countermeasures
against message flooding attacks should be considered.

In this paper, we propose a detection method to identify
malicious nodes that launch the message flooding attack. Our
proposed method detects suspicious nodes in a distributed
manner. Specifically, each node records suspicious scores for
other nodes in the network. Whenever two nodes encounter
each other, their suspicious scores are updated based on
the number of messages received from the encounter nodes.
Therefore, the increase of the suspicious score indicates that
the scored node frequently generates and forwards the mes-
sages. After each node sufficiently updates suspicious scores,
it identifies malicious nodes based on their suspicious scores.
If our proposed method can identify malicious nodes, each
node does not receive messages from the malicious nodes
when it encounters them. By doing this, even when the
malicious nodes generate a lot of unnecessary messages, we
can prevent exhausting the network resource. In this paper,
through simulation experiments, we show the effectiveness of
our detection method.

The remainder of this paper is organized as follows. Section
II describes the system model. In Section III, we explain our
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Figure 1. Message Flooding Attacks (B = 3).

proposed method against message flooding attacks. In Section
IV, the performance of our proposed method is discussed with
the results of the simulation experiments. Finally, we conclude
the paper in Section V.

II. SYSTEM MODEL

We assume that there are N mobile nodes including a ma-
licious node that launches the message flooding attack. We call
nodes except for the malicious node cooperative nodes. Here,
let N and NC denote the sets of the nodes in the network and
the cooperative nodes, respectively. The ID of the malicious
node is denoted by M . By definition, N = NC ∪ {M}.
Encounters between two cooperative nodes occur according
to a Poisson process with rate λv,w (v, w ∈ NC , v ̸= w).
Encounters between the malicious node M and a cooperative
node also occur according to a Poisson Process with rate λM,v

(v ∈ NC). Note that in [12], the exponential inter-meeting time
assumption was validated in some random mobility models,
such as the random waypoint and the random direction.

Each node independently generates messages and deliv-
ers them to their destination nodes using Epidemic Routing.
Specifically, each cooperative node generates a message ac-
cording to a Poisson process with rate ΛC . On the other hand,
the malicious node generates unnecessary messages according
to a Poisson process with rate ΛM (ΛC < ΛM ). Therefore, the
malicious node generates messages more frequently than the
cooperative nodes. Note that, in this paper, we regard nodes
that frequently generates messages as malicious nodes even if
the nodes are cooperative. These nodes exhaust the network
resources, and thus they should be detected.

Furthermore, we assume that each node has the buffer and
can store at most B messages. When messages are generated
or received, if the buffer is full, all the messages cannot be
stored in the buffer. Therefore, buffer overflow would occur.
To prevent buffer overflow, when the number of messages is
B + 1 or more, B messages with high priority are selected,
and the reminder of the messages are discarded. In this paper,
each node adopts First-In First-Out (FIFO) queuing discipline.
That is, it gives high priority to messages whose holding time
in the buffer is short. In Figure 1, each node can store at most
B = 3 messages in the buffer. The cooperative node that has
three legitimate messages receives the copy of the unnecessary
message from the malicious node, so that it discards the
legitimate message with long holding time.

The drawback of Epidemic Routing is that copies of
messages remained in the network after they have been de-
livered to their destination nodes. The nodes with the message
copies cannot know that the messages are delivered to their

destination nodes. To overcome this issue, a vaccine recovery
method is proposed to delete the unnecessary copies [4]. In
the vaccine recovery method, immediately after a message
reaches the destination node, the destination node generates an
anti-packet. The anti-packet is spread over the network using
Epidemic Routing. When a node receives the anti-packet, the
node deletes the message from its buffer if it has a copy of
the message corresponding to the anti-packet. By doing this,
it has been shown that we can delete the copies of messages
remaining in the network and reduce the network resources
largely. Therefore, in this paper, we adopt the vaccine recovery
method to delete unnecessary message copies.

III. OUR PROPOSED METHOD

Each node v ∈ NC has the suspicious score matrix
X(v) = [x

(v)
i,j ] to identify the malicious node. The size of the

suspicious score matrix X(v) is N ×N , and x
(v)
i,j indicates the

suspicious score of node i that node j evaluates. The suspicious
scores are updated when nodes encounter each other. At the
nth encounter of nodes v, w, after the messages are exchanged,
node v records the number N (n)

v,w of the received messages and
the encounter time t

(n)
v,w. Node w also records N

(n)
w,v and t

(n)
w,v .

x
(v)
v,w is then updated as follows:

x(v)
v,w :=

x
(v)
v,wt

(n−1)
v,w + C

(n)
v,w

t
(n)
v,w

, (1)

C(n)
v,w =

∫ t(n)
v,w

t
(n−1)
v,w

N (n−1)
v,w exp(−α · (t− t(n−1)

v,w ))dt

= N (n−1)
v,w α{1− exp(−α(t(n)v,w − t(n−1)

v,w ))}, (2)

where α (α > 0) indicates the attenuation parameter, and C
(n)
v,w

increases with the number N
(n−1)
v,w of the received messages.

Node w also updates x(w)
w,v . Note that the suspicious score x

(v)
v,w

represents the estimation of the time-average number of the
messages received from node w (see Figure 2). Therefore,
the increase in the suspicious score x

(v)
v,w means that node v

receives many messages frequently from node w, and thus
node v can regard node w as the candidates of malicious nodes.

Moreover, nodes v, w exchange their suspicious score
vectors x(v) = (x

(v)
v,1, x

(v)
v,2, · · · , x

(v)
v,N ) and x(w) =

(x
(w)
w,1, x

(w)
w,2, · · · , x

(w)
w,N ) when they encounter. After that, nodes

v and w updates their suspicious score vectors x(v) and x(w),
respectively.

x
(v)
w,i := x

(w)
w,i , (i ∈ N ) (3)

x
(w)
v,j := x

(v)
v,j , (j ∈ N ). (4)

After each node v sufficiently updates and exchanges the
suspicious scores, it calculates the total suspicious score to
distinguish between the cooperative and the malicious nodes.
Node v calculates the total suspicious score S

(v)
k as follows:

S
(v)
k =

∑
i∈N\{v}

x
(v)
i,k . (5)

When S
(v)
k is larger than the threshold value th, node v regards

node k as the malicious nodes. In our proposed method, the

27Copyright (c) IARIA, 2019.     ISBN:  978-1-61208-719-1

ICWMC 2019 : The Fifteenth International Conference on Wireless and Mobile Communications



Figure 2. Suspicious Score.

threshold value th is defined as follows:

th = µ(v) + 2σ(v), (6)

where µ(v) and σ(v) are the average and the standard deviation
of the total suspicious scores. Formally, µ(v) and σ(v) are
defined as follows:

µ(v) =

∑
k∈N\{v} S

(v)
k

N − 1
, (7)

σ(v) =

√∑
k∈N\{v}(S

(v)
k − µ(v))2

N − 1
. (8)

IV. PERFORMANCE EVALUATION

To show the effectiveness of our proposed method, we
conducted the simulation experiments. In this section, we
explain the simulation model, and then we show the results
of the simulation experiments.

A. Simulation Model
There are 99 cooperative nodes and a malicious node in

the network. N = {0, 1, . . . , 99}. The ID of the malicious
node is fixed to be M = 50. The message generation rate
of each cooperative node ΛC is set to be 0.01. The message
generation rate ΛM is chosen from {0.5, 1, 3, 5, 10}. Messages
are delivered according to Epidemic Routing incorporated with
the vaccine recovery method. The rate of encountering two
cooperative nodes λv,w (v, w ∈ NC , v ̸= w) is set to be
0.01. This means that as a unit time, we choose the mean
inter-meeting time 1/(98λ) ≈ 1 of a cooperative node to any
other cooperative nodes. The rate λM,v of encountering the
malicious node and the cooperative node is set to be 0.01
or 0.1. The size of buffer B is set to be 10. For a warm-
up period in each simulation experiment, the nodes generate
and distribute 10,000 messages. Unless stated otherwise, the
message generation rate ΛM is set to be 5 and the total
suspicious score S

(v)
k (v, k ∈ NC , v ̸= k) is calculated after

10,000 unit times are elapsed.

B. Results
Figure 3 shows the total suspicious scores S

(0)
k (k =

1, 2, . . . , 99) that node 0 evaluates. The total suspicious score
S
(0)
50 of the malicious node M = 50 is higher than the

threshold value th. On the other hand, the total suspicious
scores S

(0)
k (k ∈ NC) are smaller than the threshold value

th. Therefore, node 0 can estimate that node 50 is malicious
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Figure 3. Total suspicious score S
(0)
k .

and other nodes are cooperative. This result indicates that our
proposed method can differentiate the malicious node from the
cooperative nodes.

Figure 4 shows the total suspicious score S
(0)
50 as a function

of the elapsed time t. For small t, the total suspicious score
S
(0)
50 is smaller than the threshold value th, and thus node 0

cannot identify the malicious node. On the other hand, for
large t (t > 100), the total suspicious score S

(0)
50 exceeds

the threshold value th. Therefore, when the suspicious scores
are sufficiently updated, our proposed method can identify the
malicious node.

Figure 5 shows the total suspicious score as a function of
the message generation rate ΛM of the malicious node. For
ΛM > 1, S(0)

50 and S
(0)
1 are larger and smaller than the thresh-

old value th, respectively. Our proposed method can detect the
malicious node when the malicious node frequently generates
messages. However, for ΛM = 0.5, the total suspicious score
of the malicious node S

(0)
50 and the cooperative node S

(0)
1 are

smaller than the threshold value th. This result indicates that
our proposed method cannot identify the malicious node when
the malicious node generates slightly more messages than the
cooperative nodes.
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V. CONCLUSION

In this paper, we proposed the detection method against the
message flooding attacks, where the malicious node generates
and distribute unnecessary messages to discard legitimate
messages. In our proposed method, nodes records and ex-
changes the suspicious scores. After the suspicious scores are
sufficiently updated, our proposed method discriminate be-
tween the malicious node and the cooperative nodes. Through
simulation experiments, we showed that our proposed method
can identify the malicious node if the suspicious scores are
sufficiently updated. However, when malicious nodes generate
just slightly more messages than cooperative nodes, in our
proposed method, it is difficult to determine between malicious
and cooperative nodes. We leave this problem for future work.
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