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Abstract—This paper describes a new method of predicting
image distortion patterns in image steganography by using
fractal computing. The method uses the successive random
addition algorithm to simulate the image distortion patterns of
embedding a secret image in an ‘innocent’ cover image, testing
the fractal-like behaviour of image distortion patterns. The
distortion patterns identified in the experimental data are
characterised by a fractal Hurst parameter, which can be used
to make predictions of future trends.
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L INTRODUCTION

Over the last three decades, people have sought ways to
protect sensitive information against attack to make sure it is
not received by unintended recipients. Conventional security
measures are built on encryption, which encodes data such
that an unintended recipient cannot determine its intended
meaning. Encryption is now confronted with serious
challenges since the increase in computational power has led
to decryption of several classic encryption algorithms,
indicating vulnerabilities in the encryption primitives. A
major drawback to encryption is that the existence of data is
not hidden. A solution to this problem is digital
steganography [1].

Digital steganography is a form of data hiding in which a
secret message is hidden within another file. It is essentially
about embedding a message or file in another ‘cover’ file,
called the carrier file, such that the carrier file is not altered
enough to raise suspicion that something may be hidden
within it [2]. Data to be hidden is the carrier medium; the
cover file in which the data is hidden is the steganographic
medium. Both parties communicating via steganography
must use the same stego application.

Steganography in ‘static’ cover objects, such as plaintext,
image files with BMP or JPEG format, and audio files in
WAYV or MP3 format, has been explored extensively [3] [4].
See [5] for a good survey of such techniques. There have
been efforts to develop the steganalysis techniques for
detecting steganography in static cover objects such as text,
image or audio files. A larger number of image and audio
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steganalysis methods have been reported in the literature [6]-
[9].

Previous image steganography studies have been largely
focused on developing algorithms for steganography in
image files and the steganalysis techniques, with no or little
attention being given to image distortion patterns. In fact,
image distortion is an intuitive indication of imperceptibility
of image steganography. An understanding of image
distortion patterns could help find ways to improving data
embedding capacity, i.e. the number of bits in a byte of the
cover image that can be replaced without affecting the
image, which is a bottleneck to image steganography.

The use of data mining techniques and neural networks
tools enables us to analyse digital information and
understand future patterns, which may occur [10] [11]. As an
example of applications, data mining techniques detect
particular patterns in customer behaviour and future trends
[12]. In this study, we attempt to use fractal computing
methods to study whether image distortion patterns in
steganography have burstiness behaviour - bursting on many
or all scales. The burstiness behaviour is analogous to the
self-similar or fractal-like behaviour, which exists in many
natural phenomena such as Brownian motion, turbulent flow,
atmospheric pressure, the distribution of stars and the
activity of the stock market [13]-[15], which are much better
characterised by fractal geometry theory than by Euclidean
geometry.

The rest of this paper is organised as follows. Section 11
discusses fractal models, Section III describes the
experimental setup for image steganography, Section IV
presents the experimental results detailing distortions on the
cover images of different sizes, as well as fractal modelling
of image distortion patterns, and, finally, Section V
concludes this work.

II.  FRACTAL COMPUTING

Fractal theory has been successfully used to depict many
natural phenomena (for instance, random records in time)
and more complex patterns associated with scientific
phenomena [14], by characterising the structure embedded in
one-, two- and three-dimensional space using fractal
dimensions [15]. With the aid of fractal theory, some very
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complicated phenomena such as dendrites and chaos can be
handled by fractal mathematical functions, which describe
the dependence of different features on the various
parameters (e.g., fractal dimensions). It is well established
that fractal theory provides a basis for studying irregular sets
by modelling and making predictions.

Applications of fractal modelling to Internet systems
[16]-[18] led to the elucidation of the likely cause of web-
based traffic that has implications for the performance and
stability of web applications. Fractal mathematics was used
to simulate the growth of biological systems [19][20]. Fractal
methods were employed to gain an understanding of the
behaviour of users in a multipoint, interactive
communication scenario, particularly the dynamics of user
participation at a session level [21].

Fractal random walk (Fractional Brownian motion) was
proposed as a model for the TCP packet stream [17],
although the FBM model greatly overestimated the loss
probabilities in the operating regions of interest, and the
assumptions of the model did not appear to be satisfied by
the two data traces that were examined [16]. A mathematical
investigation of the accuracy of this approximation was then
needed. More recently, fractal statistical models have been
using for predicting web data traffic patterns, and the
preliminary experimental results are exciting [22].

Recently, fractal methods were used for modelling and
coding of residuals for excitation in the linear predictive
coding of speech [23]. The research shows fractal modelling
reduced the bit-rate while maintaining quality; a 6 kbps
speech coder was implemented using the piecewise self-
affined fractal model. Fractal image compression techniques
have been employed in the production of steganographic
image files [24]. Fractal image compression encoded images
at low bit-rate with acceptable image quality, but time taken
for encoding was large. Muruganandham et al. proposed a
fast fractal encoding using particle swarm optimisation
(PSO) that optimises MSE between range block and domain
block whereas preserving image quality [25].

In this work, fractal models are suggested to elucidate the
likely effects of the size of the cover image associated with
different data embedding rates on image distortion patterns
in image steganography.

III. EXPERIMENTAL SETUP

Least significant bit (LSB) insertion is one of the
methods of embedding secret information in an ‘innocent’
cover image. For instance, 10101001 is an 8-bit binary
number. The last bit in the binary number is the least
significant bit because changing it has the nominal effect on
the value. The method is based on the fact that change in the
LSB information of some area of the image will not be
noticeable by the naked eye.

Stegalmage is a type of computer software capable of
hiding secret information within a cover image [26]. The
cover image should be a bitmap image, in which the file to
be hidden is embedded. The stego image, consisting of the
cover image and the secret file, is indistinguishable from the
original cover image. By using the LSB insertion method,
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the software embeds the secret file in a 24-bit bitmap image.
Fig. 1 shows the interface of Stegalmage.

It is worth mentioning the ‘Encrypt’ and ‘Decrypt’
buttons at the interface should be renamed as ‘Data
embedding’ and ‘Data extraction’, respectively, so as to
avoid any misunderstandings.

™ Stegalmage - Steganography with B... Q@’

| lgd Encrypt I[ i Decrypt ][ @ How does itwork? l

Bits per channel: |1 S (Onlyfor encryption)

Alittle app to hide files inside BMP images.

Please note that the image supplied must hawve a 24-bit
depth.

Figure 1. Steganographic software.

In a 24-bit bitmap, each pixel is represented as 3 bytes —
one for red, one for green and one for blue, making up of a
24-bit number. Each colour is composed of 8-bit numbers,
and the red, green and blue colours/channels create the final
colour of the pixel. To hide something inside the image,
software will replace the LSB of each 8-bit channel of every
pixel, with the bits of the file to be hidden. This means the
last bit in a byte can be overwritten without affecting the
colour it appears to be. Therefore, the size of the cover image
must be bigger than the size of the image to be hidden in
order to accommodate in unrecognisable manner.

IV. RESULTS AND DISCUSSION

Three bitmap images with different sizes were used as
cover objects in the experiments to hide smaller images,
respectively. The sizes of the cover images vary from 772
KB, 1.34 MB to 1.56 MB.

A. Steganography in a 772 KB Coverlmage

Fig. 2 shows the image to be hidden, the cover image
(772 KB) and the stego images at various numbers of bits
inserted into each channel (i.e. each pixel consisting of 24
bits).

A map image was used as the image to be hidden, which
was embedded in the 772 KB bitmap image using
Stegalmage. No distortion was noticeable on the stego image
when the map image was hidden in the cover image at 1 bit
insertion per channel. However, inserting 5 or more bits per
channel led to significant distortion to the original cover
image.

In view of LSB data embedding, the cover image has the
maximum data embedding capacity, depending on the
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number of colours and palette in the cover image. With
Stegalmage, the bits of the image to be hidden were spread
all over the least significant bits of the pixels of the cover
image under a certain threshold of bits insertion per channel
(here 5 bits per channel); when the number of bits inserted
into a pixel was greater than the threshold, the distortion
appeared on the upper side of the cover image due to the
design principle of the software [26].

Image to be hidden

Cover image

g
Stego image (8 bits per channel)

g
Stego image (7 bits per channel)

Figure 2. Steganography in a 772 KB cover image.

B.  Steganography in a 1.34 MB Cover Image

Fig. 3 shows the map image to be hidden, the cover
image (1.34 MB) and the stego images, each containing the
cover image and the map image, as well as a distortion on
the cover image when the map image was hidden in the
cover image at up to 8 bit insertion per channel.

The Stegalmage software uses last bits of each channel
for insertion of data. If only the LSB was changed there was
no effect on the cover image after data embedding; however,
when the number of insertion bits per channel increased to 7,
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the change in the original cover image was perceptive, as
shown on the last two stego images in Fig. 3.

C. Steganography in a 1.56 MB Cover Image

Fig. 4 shows the hidden image, the cover image (1.56
MB) and the stego images at various numbers of bits inserted
into each channel using Stegalmage software.

Stegalmage was used to hide the picture of a girl inside
the picture of a sport car. No difference between the cover
image and the stego image could be seen by the naked eye if
5 bits per channel were replaced with the bits of the image to
be hidden. But when the number of replaced bits per channel
increased to 6, image distortion was clearly noticeable on the
upper side of the cover image when compared with the
original cover image.

7 bits per channel 8 b1ts per channel

Figure 3. Steganography in a 1.34 MB cover image.

D. Effect of the size of the image to be hidden

The Stegalmage software that was used
experiments to perform image steganography is based on
LSB substitution, that is, the last bit in the binary number of
the cover image is replaced with one bit of the image to be
hidden. Such change in the LSB information of some area of
the cover image will not be noticeable by the naked eye. So

in our
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the size of the image to be hidden must be smaller than the
size of the cover image.

Our on-going research has been taking into account the
size of the image to be hidden. It is anticipated that if the
image to be hidden is very small in relation to the cover
image, the hiding process may not produce a noticeable
distortion in the cover image, depending on the ratio of the
size of the image to be hidden to the size of the cover image,
as well as the number of colours of the cover image.

Image to be hidden -
Cover image

Insertion at 5 bits per channel Insertion at 6 bits per channel

Figure 4. Steganography in a 1.56 MB cover image.

E.  Fractal Modelling of Image Distortion Patterns

The maximum number of bits per channel that can be
replaced without causing image distortion is a measure of the
threshold of image distortion, which can be used to estimate
the data embedding capacity. Table I lists the thresholds of
image distortion for the three steganography experiments
detailed in the previous sections.

TABLE 1. THRESHOLD OF IMAGE DISTORTION
Size of cover image Threshold
772 KB 5 bits / channel
1.34 MB 7 bits / channel
1.56 MB 6 bits / channel

To simulate the relationship between the threshold of
image distortion and the size of the cover image, we used the
successive random addition algorithm introduced by Voss
[27] to generate fractal random walk simulation.

Fractal random walk simulation has been used for
characterising random fractals [14], which may seem
analogous to the threshold of image distortion vs. the size of
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the cover image, as randomness is inherent in most
phenomena. A sequence of increments for random walk, i.e.
increase in the threshold of image distortion in image
steganography, can be generated from a sequence of
Gaussian random variables, and the normalised variance of
increments (V) is a function of the parameter ¢ [15], V(¢) =
|t*", where H is the Hurst parameter. Thus, the plot of ¥(7)
against 7 on a log-log plot has a slope, which is an estimation
of 2H.

In this case, V(z) represents the fluctuation of the
threshold of image distortion in image steganography and is
a function of the size of the cover image (z), given by

Viz) « [ (1)
which is fitted with a range of statistic equations, and z is the
size of the cover image used to embed the image to be
hidden. The value of the Hurst parameter H will characterise
the degree of burstiness of image distortion.

Fig. 5 shows the threshold of image distortion as a
function of the size of the cover image based on the
steganography experimental results listed in Table 1. A
fractal Hurst parameter of H = 3.1973 / 2 = 1.5987 was
obtained from the slope of log (Threshold) vs. log (Size of
cover image) according to (1).

According to random fractal theory, the value of the
Hurst parameter should be between 1 and 2. Giving that the
experimental value of H is equal to 1.5987, it indicates that
image distortion has fractal-like behaviour in terms of the
threshold of bits insertion per channel as a function of the
size of the cover image. The Hurst parameter would maintain
on many or all scales, so its value could be then used to
describe the dependence of the image distortion threshold on
the size of the cover image, even for a very large cover
image, e.g., 100MB in size.

100 7

y = 3.1973x

Threshold (bits/channel)
=

0.1 1 10

Size of cover image (MB)

100

Figure 5. Threshold of image distortion as a function of the size of the
cover image.
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V. CONCLUSION AND FUTURE WORKS

In this paper, we have applied fractal computing to
modelling of image distortion patterns in image
steganography. The successive random addition algorithm
has been used to simulate the image distortion patterns of
embedding the image to be hidden in the cover image. A
distortion pattern is beginning to emerge from our analysis of
the steganography experimental data. The distortion pattern
identified in this work could make predictions of future
trends.

Other fractal methods such as R/S scaling and Fractal
random walk could be used to simulate the image distortion
patterns of image steganography in the future. Comparisons
in the fractal Hurst parameters obtained from different fractal
models would be able to further confirm the fractal
behaviour of image distortion patterns in image
steganography. In addition, investigation into the effect of
the size of the image to be hidden on image distortion
patterns will also be the subject of future work.
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