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Abstract—Hidden Communication is a technique increasingly
employed by advanced attackers. Attacks per formed by such
advanced attackers on Industr ial Control Systems (ICS) also
recently gained relevance. This paper aims at increasing the
secur ity of ICS against attacks employing hidden communication.
The detection of hidden communication is a necessary foundation
to prevent non-legitimate communication within a network –
potentially one used within a cr itical infrastructure. Besides
detection, the attr ibution of such an advanced attack is useful
to enhance future secur ity. Therefore, we explore means to
detect hidden communication in ICS using statistical methods.
We demonstrate an approach based on heur istic methods and
show a proof of concept for Modbus Messaging on Transmission
Control Protocol/Internet Protocol (Modbus TCP/IP) including
the successful evaluation with 37 network captures for ICS.

Keywords-Communication; Steganography; Attribution.

I. INTRODUCTION

Hidden Communication is a technique increasingly em-
ployed by advanced attackers; see e.g., the description of the
technique Data Obfuscation: Steganography in the MITRE
ATT&CK Matrix [1] or the widespread SteganoAmor cam-
paign [2]. Also, Industrial Control Systems (ICS) are a relevant
target surface.

The detection of hidden channels is a necessary prerequisite
to prevent non-legitimate communication within a network
– potentially one used within a critical infrastructure. The
detection has to address varying embedding parameters and
scenarios. Therefore, we use this paper to show how non-
legitimate communication within an ICS can be detected using
statistical methods.

Besides detection, the attribution of such an advanced attack
is useful to enhance future security. Therefore, we explore
means to identify the embedding parameters used by an
attacker while hiding communication within the network traff c
of an ICS. We demonstrate an approach based on heuristic
methods and show a proof of concept.

The paper is structured as follows: Section II provides
background information about stegomalware, steganographic
terminology, and some information on ICS and Modbus

Messaging on Transmission Control Protocol/Internet Protocol
(Modbus TCP/IP) addressed in this paper. Section III provides
an overview of a concept for the investigation of the use of
statistic methods to detect hidden communication in ICS traff c
including the essential creation of a test setup. Section IV
describes the proof of concept of a statistical approach for
the detection of steganographic messages in ICS traff c, while
Section V describes the evaluation of the proof of concept.
Section VI provides a summary and a discussion of limitations
of the presented approach.

II. BACKGROUND

This section provides a brief background on some concepts
used within the scope of this paper: the terminology of
hidden communication including its potential use in malicious
software, ICS and the protocol Modbus TCP/IP, which is
commonly employed in such systems.

A. Stegomalware and steganographic terminology

Stegomalware is a composite word of steganography and
malware (which is in turn a composite word of malicious and
software). Therefore, stegomalware is malicious software that
uses steganographic means to hide some communication, be it
the initial download of the malicious software or for command
and control (C2).
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Figure 1. Communication using a steganographic channel.
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The general procedure of communication can be seen in
Figure 1. On the sender side, a message is embedded into a
cover object by using a steganographic key. The embedding
parameters vary depending on the channel and generally in-
clude information about embedding position, encoding, start or
stop sequences. The resulting stego-object is then transferred
to the receiver of the message and might be subject to investi-
gation by a warden, the generic term for any security measure
trying to detect hidden communication within a cover object.
The receiver then uses the knowledge of the steganographic
key to obtain the message.

B. Industrial Control Systems (ICS)

ICS control industrial processes. They consist of sensors
that measure the physical world, actuators that manipulate
the physical world and computing units that calculate, which
manipulations achieve the industrial objective based on the
readings provided by sensors. These computing units are
commonly known as Programmable Logic Controllers (PLCs).
The overall system relies on the communication between
the components, which is performed using ICS-specific tech-
nologies and protocols. Some ICS protocols use Ethernet as
transmission medium with Modbus TCP/IP being an example.

C. Modbus TCP/IP

The Modbus protocol is widely used in ICS. Modbus
TCP/IP is an adaptation for the use of Ethernet as a carrier.
Modbus/TCP uses a client/server model. The protocol itself
is quite simple. Modbus/TCP uses a client/server model. The
protocol itself has a simple structure as shown in Figure
2, consisting of the Mobdbus Application Protocol (MBAP)
Header and the Protocol Data Unit (PDU). The MBAP Header
consists of a Transaction Identifier (a sequence number used
to tie requests and responses together), a Protocol Identifier
(a static field), a length entry and the Unit ID that is used to
identify remote peripheral devices that might be attached to
a server. The PDU contains a function code, as well as data
field of varying length.

Transaction 
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Protocol 
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Length Unit 
ID

MBAP Header

Function 
Code

Data

Protocol Data Unit

Modbus TCP/IP Application Data Unit

Figure 2. Modbus TCP/IP Application Data Unit.

D. Modbus TCP/IP and hidden channels

The possibility to use hidden channels in Modbus TCP/IP
communications has been explored in [4] by using an extended
taxonomy of network information hiding patterns (see [5])
and exploring their application in the specific case of Modbus
TCP/IP. It identifies 14 theoretical patterns and evaluated their
capacity as well as requirements such as whether they could be
implemented on the server and/or the client-side. Furthermore,
four patterns are implemented for testing.

The storage pattern S6 Reserved/Unused is of special rele-
vance to this paper. It uses the Unit ID field in the Modbus
TCP/IP protocol to embed up to one byte of data.

E. Attribution and embedding parameters

Attribution relies on identifying properties of the attacker.
These properties include the capabilities of the attacker, the
tools and techniques used as well as the parameters used.
These parameters include the embedding parameters used by
a steganographic method.

F. Usage of statistical methods in computer security

Statistical methods have been used in the scope of computer
security in various forms. They act as a foundation for pattern
recognition. A primary benefit of using statistical methods
in this approach is the fact that approach can be easily
explained and understood; especially in contrast to complex
machine learning algorithms where the field of explainability
currently develops into a relevant research field. Explainability
is fundamental for attribution since it allows to comprehend
the reasoning over the result of a algorithm.

III. CONCEPT

We want to show that statistic methods can be used to detect
hidden communication in ICS traffic as a first step. As the
second step we aim to obtain the embedding parameters used
by steganographic methods in specific scenarios.

This process is described in detail in Section IV. However,
to evaluate the applicability of such an approach, a data
set of network recordings with and without steganographic
embeddings is necessary.

In this work, we use steganographic embeddings performed
within Modbus TCP/IP based on the results presented in [4].

Our approach uses a test set of Modbus TCP/IP traffic
without steganographic embedding (Cover). Then, we perform
steganographic embeddings on these Modbus TCP/IP record-
ings (Steganographic Embeddings) with varying embedding
parameters. Finally, we analyse the Modbus TCP/IP traffic in
order to detect steganographic embedding and to obtain the
embedding parameters. Network recordings in the pcap-file
format were used.

A. Cover Data Set: Modbus TCP/IP traffic

As a foundation, the publicly available data sets MB-Base-
1 [6] and MB-Base-2 [7] are used. Schneider Modicon PLCs
were used to create these two data sets. These Schneider
PLCs act as client and server, respectively. Data is transferred
cyclically between client and server.

MB-Base-1 [6] consists of two subsets. The subset MB-
Base-1-1 consists of 9 recordings of the communication be-
tween one client and two servers for about 10 minutes, each.
The number of transferred data fields and the cycle time
are varied among the recordings. The subset MB-Base-1-1
contains two recordings of the communication between one
client and one server for 10 and 70 minutes, respectively.

MB-Base-2 [7] consists of three recordings of the commu-
nication between one client and one server for 2 hours, each.
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The number of transferred data fields and the cycle time are
varied among the recordings.

B. Steganographic Embeddings: Storage Channel S6

The steganopgrahic pattern S6 from [4] was re-implemented
in the tool timeembedder [8]. The goal was to enable a batch
processing of various embeddings to create a broad data set by
varying the embedding parameters and the embedded message.
This implementation of the pattern S6 uses five embedding
parameters:

• startCode Numeric start code for the embedding process
in the packets that mark the start of the message embed-
ding, Length: 3

• endCode Numeric end code for the embedding that
marks the end of the embedded message, Length: 3

• skipSize Number of skipped packets between embed-
dings

• oneCode Numeric code for the embedding of a 1, e.g.,
121 could be a code for 1, Length: 3

• zeroCode Numeric code for the embedding of a 0, e.g.,
122 could be a code for 0, Length: 3

The storage channel S6 uses the field Unit ID of the MBAP
header. In addition, this implementation fills the Unit ID with
random values to avoid the suspicion that any non-zero values
obviously belong to a steganographic transmission.

We use the data set MB-Embed-1 [9], which was created
using this algorithm and are publicly available. In total, this
data sets contain 3 captures with steganographic embedding
using the pattern S6. The data set also contain additional
captures using other steganographic patterns described in [4]
that are irrelevant for this paper.

C. Additional data sets for evaluation of detection perfor-
mance

Due to the general handling of the field Unit ID in the
MBAP header, further data sets are required to evaluate
the performance of detecting the steganographic embedding.
These data sets must mimic the behaviour of the changed Unit
ID entries without embedding a steganographic message. Thus,
a data set of 11 captures with the changed Unit ID behaviour
but without steganographic embedding has been created.

However, traffic captures from general ICS were also used
to evaluate the approach presented in this paper. A test set of
Modbus TCP/IP network captures was compiled from public
sources in [10] (it contains network captures from [11], [12]
and [13]). This publicly available test set contains 8 network
captures (see [14]).

IV. STATISTICAL ANALYSIS TO DETECT STEGANOGRAPHIC
EMBEDDING USING THE STORAGE CHANNEL S6 IN

MODBUS TCP/IP

This section describes how steganographic embedding using
the storage channel S6 in Modbus TCP/IP can be detected.
This detection could be performed by a warden residing on
the network of the Modbus TCP/IP communication. At first,
a preprocessing is necessary in order to extract the Unit ID

fields from the network recordings. Then, statistical analysis
is performed following some assumptions about the network
recordings, which are discussed in the following.

A. Preprocessing

As a first step, a preprocessing is necessary in order to
extract the Unit IDs from the network recordings. The network
recordings were available in the pcap-file format (see [15] for
specification). The file format contains a file header and the
packet records, which include the network packets and timing
information.

The tool NWD [16] strips the file header and detects
Modbus TCP/IP packets in network recordings and outputs
timing information, as well as the MBAP headers, including
the field Unit ID that is used by the S6 steganographic pattern.

B. Statistical assumptions

There are some underlying assumptions for the statistical
analysis based on the behaviour of hidden channels in network
streams:

• A start sequence (StartCode in the implementation of the
pattern S6 used in this work; see Section III-B) can only
appear to a very limited extend within a given network
capture; the retrieval relies on the presence of such start
sequence.

• The end sequence (EndCode) should be rare since random
occurrences of the end sequence after the start sequence
would disrupt the retrieval by cutting a message short.

• Between the start and end sequence, the sequences en-
coding the message (oneCode and zeroCode) will be
overrepresented.

These assumptions hold true whether there is one embedded
message or multiple messages using the same embedding key
within a given network recording. For the proof of concept
presented here, we assume only one embedded message per
given network recording. Thus, a start sequence will only
occur once.

C. Statistical Analysis

Based on these assumptions, the potential start sequence is
identified by processing the network recording and searching
for the least occurring instances of the Unit ID. This can be
done by creating a histogram over the entire network recording
and picking the rarest instance of Unit ID. These are the
potential candidates for the start and end sequence.

In the next step, permutations of the specific pairings of
start and end sequences are created and checked whether these
pairings appear in said ordering within the data set.

If a suspected start sequence - end sequence segment is
identified within the network capture, the next step is to extract
the segment between these two markers for further statistical
analysis.

It is assumed that the sequences encoding the message are
overrepresented in the segment between start sequence and
end sequence. Therefore, a histogram over the segment is
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Figure 3. Process for the statistical analysis to find embeddings using the S6
steganographic pattern.

calculated to identify the most common occurrences of Unit
IDs as candidates for oneCode and zeroCode, respectively.

At this point, the suspected oneCode and zeroCode can be
used to try to retrieve the message. As such, any occurrence
of the suspected codes is translated to a zero or a one,
respectively. As it is not possible to identify, which of the
candidates is the oneCode or the zeroCode at this point, both
permutations have to be tried in order to check whether they
lead to the retrieval of the message.

In addition, the distance between sequences identified as
either oneCode or zeroCode within the segment can be used to
calculate the SkipSize from the distance between the respective
segments. At this step, the entire embedding key is obtained.

The entire process is visualized in Figure 3.

V. EVALUATION

A proof of concept was created from the approach described
in Section IV within the tool uidhist.pl [17] for evaluation.

The captures described in Section III-B and Section III-C
were used for the evaluation of the detection mechanisms. In
total, 37 network captures were used for the evaluation of
the detection approach. All instances of the embedding were
successfully detected with no false positives. An overview on
the evaluation results can be seen in Table I.

Dataset MB-Embed-1 contained recordings with embedded
steganographic messages using the S6 steganographic patterns.
In these cases, the embedding was identified and the correct
embedding parameters were obtained by the use of the pre-
sented approach. A screenshot of the exemplary output of the
approach can be seen in Figure 4. The embedding parameters
were correctly identified as shown in Table II.

Figure 4. Screenshot from the application of the modified uidhist.pl on capture
18. The identified embedding parameters are visible as output.

In the case of the other evaluation data, no steganographic
messages were embedded and none were detected. In the case
of captures with few packets, potential candidates for the start
and end sequence were detected (e.g., with captures 24 and
29). This is due to the fact that these captures do not contain
enough packets for the statistical distribution to fully develop.
However, in these cases no message could be detected and
hence, the no embedding was detected.

This shows that the present approach enables promising
results with the data sets used within this research.

VI. CONCLUSION AND FUTURE WORK
This paper shows the viability of using statistic means to

detect steganographic communication in ICS communications
on the example of Modbus TCP/IP traffic. An approach for
detection was presented and evaluated with 29 network cap-
tures showing promising results. In addition, the identification
of embedding parameters was shown to be possible using
the same approach. It was successfully evaluated with the
network recordings that contained embedded steganographic
messages. A clear limitation is that the approach is tied to
the specific embedding pattern and to very similar patterns.
Similar detection mechanisms can be devised for other parts
of the MBAP header or for parts of other protocols. Another
limitation is the use of our own data set for testing and
evaluation in this work.

Future work is focused on the application of the proposed
approach to other ICS protocols and steganographic patterns.
In terms of ICS protocols, mainly Open Platform Communi-
cations Unified Architecture (OPC UA) and MQ Telemetry
Transport (MQTT) are of interest due to their widespread use.
So far, the application to MQTT seems promising. In terms
of other steganographic patterns, the application to User-data
Value Modulation and Reserved/Unused (S10 in [4]) forms the
next goal in our research.
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TABLE I
RESULTS OF THE EVALUATION OF THE DETECTION APPROACH AGAINST THE VARIOUS DATA SETS.

Number Filename Dataset Duration Modbus Embedding
Pakets present detected

1 modbus-3plc-1registers-200msinterval MB-Base-1 10:02 6024
2 modbus-3plc-5registers-200msinterval MB-Base-1 10:00 6011
3 modbus-3plc-10registers-200msinterval MB-Base-1 10:01 6020
4 modbus-3plc-1registers-500msinterval MB-Base-1 10:05 2420
5 modbus-3plc-5registers-500msinterval MB-Base-1 10:01 2048
6 modbus-3plc-10registers-500msinterval MB-Base-1 10:03 2416
7 modbus-3plc-1registers-1000msinterval MB-Base-1 10:04 1212
8 modbus-3plc-5registers-1000msinterval MB-Base-1 10:46 1296
9 modbus-3plc-10registers-1000msinterval MB-Base-1 9:22 1124
10 modbus-2plc-10registers-1000msinterval-70mins MB-Base-1 1:10:23 33792
12 modbus-2plc-10registers-1000msinterval MB-Base-1 10:02 4832
13 10 registers 2h 1000ms MB-Base-2 2:03:00 95762
14 120 registers 2h 1000ms MB-Base-2 2:12:22 1932985
15 240 registers 2h 1000ms MB-Base-2 2:35:17 2266247
16 modbus-3plc-1registers-200msinterval-UnitSW1 MB-Embed-1 10:02 6024 ✓ ✓
17 modbus-3plc-5registers-500msinterval-UnitSW2 MB-Embed-1 10:01 2024 ✓ ✓
18 modbus-3plc-10registers-1000msinterval-UnitSW3 MB-Embed-1 9:22 1124 ✓ ✓

19-29 modbus-3plc-1registers-...
19 ...200msinterval-RandomUID-NoMessage Created 10:02 6024
20 ...200msinterval-RandomUID-NoMessage-1 Created 10:02 6024
21 ...500msinterval-RandomUID-NoMessage-1 Created 10:05 2420
22 ...500msinterval-RandomUID-NoMessage-2 Created 10:05 2420
23 ...500msinterval-RandomUID-NoMessage-3 Created 10:00 6011
24 ...1000msinterval-RandomUID-NoMessage-3 Created 10:04 1212
25 ...200msinterval-RandomUID-NoMessage-4 Created 10:00 6011
26 ...1000msinterval-RandomUID-NoMessage-6 Created 10:46 1296
27 ...200msinterval-RandomUID-NoMessage-7 Created 10:01 6020
28 ...500msinterval-RandomUID-NoMessage-8 Created 10:03 2416
29 ...1000msinterval-RandomUID-NoMessage-9 Created 9:22 1124
30 eth2dump-clean-0,5h 1 [11] 0:30:00 35430
31 eth2dump-clean-1h 1 [11] 1:30:00 72150
32 eth2dump-clean-6h 1 [11] 6:00:00 427842
33 mb [12] 1:30 55800
34 run8 [13] 1:00 72186
35 run11 [13] 1:00 72489
36 run1 3RTU 2s [13] 1:00 305932
37 run1 6RTU [13] 1:00 134690

TABLE II
EMBEDDING PARAMETERS OBTAINED BY THE DETECTION APPROACH IN THE CAPTURES THAT CONTAINED EMBEDDINGS.

Number Filename StartCode EndCode OneCode/ZeroCode
used found used found used found

16 modbus-3plc-1registers-200msinterval-UnitSW1 185 185 189 189 120; 145 120; 145
17 modbus-3plc-5registers-500msinterval-UnitSW2 185 185 189 189 120; 145 120; 145
18 modbus-3plc-10registers-1000msinterval-UnitSW3 185 185 189 189 120; 145 120; 145
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