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Abstract—Digitalisation offers many benefits to Air Traffic
Management (ATM). Yet, with technological innovations come
challenges in managing new cyber security threats and risks.
This paper presents a comprehensive review over challenges faced
in ATM when protecting critical assets, and outlines how the
newly established exploratory research project SEC-AIRSPACE
will address these challenges.
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I. INTRODUCTION

Air Traffic Management (ATM) is a complex global in-
frastructure that enables a safe and efficient flow of air
traffic. However, as the ATM systems become more inter-
connected and complex, the risks towards these systems are
increasing. Emerging technologies are including a future data-
sharing service delivery model, the deployment of infrastruc-
ture through a service-oriented architecture, and increased
sharing of data between different actors. The new technologies
required for achieving a more dynamic airspace management
and ATM service provision will expose the ATM systems
to new cyber security threats. In the worst-case, this can
have catastrophic consequences if not properly addressed.
To address these challenges, this paper briefly describes the
approach of the recently established Horizon Europe project
SEC-AIRSPACE [1], which aims to enable a more resilient
ATM, by focusing on reducing the cyber security risks of
the ATM systems and increase the awareness of the ATM
stakeholders of such risks.

Section II of this paper provides a comprehensive review
and discussion of challenges to cyber security in current and

future ATM systems. In Section III, we present the SEC-
AIRSPACE approach, which aim to address these challenges.
Finally, Section IV concludes the paper.

II. CHALLENGES

This section outlines a set of distinct challenges that the
project will address.

A. Cyber security risk assessment of ATM systems

Cyber security risk assessment is nowadays the established
approach to identify, assess, and mitigate cyber security
threats in any sector that relies on digital information, data-
sharing and service-oriented architectures, including critical
infrastructure. Aviation, and more specifically the dynamic,
integrated management of air traffic and airspace, known as
ATM, is no exception. In Europe, a significant part of the
Research & Development (R&D) activities in the ATM sector
is performed as part of the SESAR Joint Undertaking [2].
Their cyber security strategy [3] recognises that the key to
deliver secure and cyber-resilient solutions for ATM is to focus
the efforts where they are most effective, and points out that
security risk assessment needs to be performed already under
the R&D phase, in particular when technologically complex
architectures and new technologies are being introduced. The
state of the art for applied risk assessment in ATM is still
scattered though, as there is no “one-size-fits-all” solution for
its various systems. The majority of the ATM (R&D) projects
in Europe follow the Security Risk Assessment Methodol-
ogy (SecRAM) [4], which has been developed and is being
maintained by SESAR for many years. Similar approaches
are being used in other sectors and in different contexts;
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two widely used standards are ISO/IEC 27005 [5] and NIST
SP 800-30 [6]. Regardless of which methodology is being
applied, it is necessary to fully understand the architecture
of the system and its intended operation and to understand
which are the critical assets that needs protection. This is a
prerequisite for a correct understanding of the cyber risks and
for identifying suitable countermeasures for reducing the risk
to an acceptable level. However, a recent published interview
study of SecRAM practitioners [7], identified that many of
them struggle in the process, in particular when trying to
identify critical assets and when trying to understand what
will be the relevant threats and risks for the technologies and
processes that they will deliver.

Additional issues also arise when ATM systems become
more complex. The SESAR 2020 cyber security strategy [3]
explicitly states that security risks are to be managed by the
individual R&D projects. This may be an appropriate strategy
for today’s ATM systems, but may become a risk in itself
in the (not so distant) future, when the systems are expected
to become more interconnected, with increased data sharing
and realised through virtualised services where the boundaries
between actors and systems become “blurred”. This risk has
already been recognised by key stakeholders in Europe, as
documented in the report on ATM cyber security challenges
published by EUROCOM [8]. A new proposal for rationali-
sation and harmonisation of the regulatory framework, issued
by the European Union Aviation Safety Agency (EASA) and
a number of aviation stakeholders in the European Strategic
Coordination Platform (ESCP), therefore promotes interna-
tional cooperation and harmonisation in risk management, risk
information-sharing between organisations, and points out the
need for more holistic risk assessment methods [9].

Charitoudi and Blyth [10] recognises that current cyber risk
models need to be improved: (i) from the process point of view
because the threats change very rapidly, they need efficiency
to enable a continuous update of estimations, (ii) from the
model point of view, consider that cyber threats are no longer
limited to the IT systems, but they also include humans, and
cyber-physical systems, and (iii) from the comprehensiveness
point of view, failing to include both tangible and intangible
assets along the entire supply chain. Systems can be attacked
through the humans operating the systems, through the cyber-
physical systems or through the suppliers. Further, as pointed
out by the FP7 GAMMA project, “any security solution [for
ATM] must consider the changes in security risk profiles due
to the new security threats faced by the ATM system that
can spread their negative effects; an attack to one particular
node could compromise, in a very short time with domino
effect, the functionality of the whole ATM system and the air
transportation system” [11]. Such aspects are not sufficiently
covered in SecRAM. For example, there is little or no support
for identifying critical assets in virtualised environments, for
analysing cascading effects of cyber-attacks, or for dynamic
analysis of security risks.

Further, cyber security risk assessments are rarely per-
formed; usually only once during the development of a system,

and/or once a year when it has been deployed [12]. At the same
time, the need to perform risk assessments more frequently,
or ideally to be able to monitor risks dynamically has been
recognised, not only in the ATM domain but also in other
domains where the threat picture is constantly changing [13].
Erdogan et al. have recently published a systematic mapping
study [14] providing an overview of security risk assessment
approaches that use automatic support, including Artificial
Intelligence (AI), to identify, estimate, and/or evaluate cyber
risks. The study shows that on average, the number of papers
on AI-supported security risk assessment has increased with
the growth rate of 133% between 2010 and 2020. The ap-
proaches reported have mainly addressed cyber-risks related to
intrusion detection, malware detection, and industrial systems.
They focus mostly on identifying and/or estimating security
risks and use primarily Bayesian networks and neural networks
for the AI part. Nevertheless, the usage of AI for cyber-
risk assessment is relatively new, particularly in the ATM
community, where this research topic is still at its infancy.

B. Vulnerabilities and threats to ATM systems

The vision of the future ATM implies an increased connec-
tivity and integration of systems and services, enabling Air
Navigation Service Providers (ANSPs), airlines, airports, and
future ATM data service providers to share information and
access to services in new and innovative manners. This will
inevitably increase the potential attack surface to the ATM
systems, which have previously been “shielded” from attacks
through their use of proprietary standards and isolated systems.
Further, the need to increase interoperability while reducing
costs imply an increased use of Commercial-Off-The-Shelf
(COTS) components. It is well known that the use of COTS
poses a serious risk to security when such software is inte-
grated with other software products to create new composite
services or systems-of-systems [8]. A well-known example for
ATM is the introduction of the IP protocol suite in the Future
Communication Infrastructure (FCI). Another issue that may
increase risk in future ATM systems is the integration between
different civil and military actors, and ground and space-based
communication, navigation, and surveillance systems [8].

During the last decade, we have seen an increased interest
in ATM security from the hacker community. For example,
“white-hat” security researchers have demonstrated on several
occasions that it is both easy and inexpensive to manipulate
existing air-to-ground safety-related data transmission pro-
tocols [15], [16]. Already in 2014, IOActive revealed that
SATCOM firmware from several different vendors contain
multiple vulnerabilities, including hard-coded credentials, un-
documented protocols, insecure protocols, back doors, and
weak password reset mechanisms [17]. According to IOActive,
these vulnerabilities may allow an attacker to take control of
the air-to-ground SATCOM link, thus posing a direct threat
to flight safety due to the lack of cyber security. Similar
experiments have since been performed at Linköping Univer-
sity (LiU) in Sweden, where researchers have found weak-
nesses and demonstrated potential attack scenarios to both
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the surveillance technology Automatic Dependent Surveil-
lance–Broadcast (ADS-B) and to the communication protocol
Controller Pilot Data Link Communications (CPDLC) [18]. To
add to this, the increased occurrence of jamming of GPS-based
navigation systems is having an increasingly serious effect on
air traffic, in particular in the Baltic area [19]. All in all, the
cyber risks and threats towards ATM systems are expected to
increase.

C. Cascading effects of cyber-attacks in ATM systems

Many systems for airport and airspace management have
grown historically and were never designed to be connected
to complex global systems. The growing passenger and freight
volumes require new systems that enable more effective op-
erations. Furthermore, exponentially growing amounts of data
provide opportunities for new business models, which can only
be utilised efficiently by increasing the connections to other
sectors. To advance the optimisation of airport management for
the growing challenges, data and isolated systems will require
more interconnection.

The progressive transition from traditional air traffic control
systems to improved monitoring and communication systems
in modern data networks will significantly change the safety
assessment of the aviation environment [20]. However, this
makes legacy systems that were rarely considered and de-
veloped from a security but rather from a safety perspective
vulnerable and could provide a gateway to malicious actors.
This system integration will lead to expanded supply chains
in which each party is dependent on the services of their
counterparts and on the interaction between ATM stakeholders,
their industrial partners and the related supply chains.

In summary, as reported by Wynsma and Sulliva [21],
“The security of the supply chain within aviation poses a
great risk as it allows multiple points for malicious actors
to subvert the activities of an organisation or its products.
Attacks can impact both electronic components as well as data
and non-electronic components such as structural items. Thus,
supply chain security can appear to be an indistinct problem
in comparison to securing systems in operation – whether
these are enterprise systems, servers or electronic components
installed on aircraft. The view of supply chain should consider
more than just the operational systems but instead include all
systems that are used to support the products and operations”.
As highlighted by Haan [11], two challenges have received
insufficient attention: ATM architectures and their supply
chains. Therefore, by assessing and understanding the ATM
architecture, its components and the related vendors, ATM
supply chain security can become a crucial part of a cyber
risk assessment, allowing practitioners to identify possible
cascading effects, implement appropriate measures and build
trust.

D. Security controls for mitigating threats to ATM systems

Cyber security in aviation is explicitly addressed in the
ICAO Standards and Recommended Practices Annex 17 [22],
which in Europe has been implemented in the Common

Requirements Regulation in the form of requirements for
ANSPs. Since the ANSPs are considered to be “providers
of essential services”, they also need to comply with the
NIS2 Directive [23] and the Cybersecurity Act [24]. The
regulatory framework is complex, but, as explained in EU-
ROCONTROL’s report on ATM cyber security, it “forces
operators to adopt a broad-based, holistic approach to security,
addressing people, processes, and technology” [8].

For the ATM organisations that apply SecRAM to manage
their security-related risks, the mitigation strategies for manag-
ing high- and medium level risks are usually selected from the
SESAR Minimum Set of Security Controls (MSSC) [25]. As
discovered in the study by Bernsmed et al. [7], this approach is
problematic, since the MSSC is based on the ISO/IEC 27002
standard, which implies that it contains high-level security
controls for information systems, which in turn could cause
conflicts with safety if proper care is not taken when the
security controls are implemented and deployed in the ATM
systems. Further, as shown in the paper by Bernsmed, Jaatun
and Meland [26], there is no guidance material available on
how to ensure that subcontractors implement the necessary
security controls. This is particularly concerning in the aviation
domain where there are few, if any, obligations on 3rd party
software providers to deliver secure software, not even when
their software is integrated into safety-critical systems.

E. Personalised cyber security training and awareness for
ATM organisations

Resilience requires a holistic approach to cyber security,
which includes not only reducing risk through technical secu-
rity controls, but to also include the social, human and organ-
isation factors when protecting the systems. It is well known
that humans can be a significant source of cyber risk. A newly
released report by the World Economic Forum shows that 95%
of cyber security incidents occur due to human errors [27].
Similarly, a recent study performed by the Boston Consultancy
showed that of 50 major data breaches, only 23% were caused
by inadequate security technology and that in most cases
(77%) the breach was the result of an organizational failure,
a process failure, or a human error [28]. These findings are
relevant for all IT-enabled sectors, including ATM, because, as
shown by E. Frumento et al. [29], humans are a significance
source of cyber risk in any business context they operate. Many
cyber security attacks therefore target humans, by exploiting
their lack of training or awareness. Hence, human interventions
with technology is a crucial element in both attack and defence
strategies. Inducted errors (e.g., convincing people to do
something they should not do using social engineering tactics)
or mistakes (e.g., underestimating a threat or not blocking a
website) are common examples. No IT-enabled sector is safe.
For this reason, cyber security technology nowadays utilizes
automation, AI systems, and logic to assist or even remove
humans from the loop. However, there is one category of
security defence where this is not possible and which is at the
same time not evolving at a similar pace compared to other
cyber security areas: training. With an unprecedented number
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of employees working in hybrid or fully remote environments,
such as in virtualised centres [30], there has never been a
more critical time to effectively create and maintain a cyber-
secure ATM workforce and an engaged security culture. Today,
training and awareness campaigns are already performed with
the purpose to reduce severe cyber risk. However, the evolution
of training methodologies is not proceeding as desired. Often,
the best option is still to train people in traditional ways,
through courses, classes, and training tracks. This approach
has two problems: first, the lessons are often loosely tied to
current cyber risk and the critical assets at stake: second, the
tangible impact on risk reduction is hard to measure and the
Return of Training Investment (ROTI) is uncertain. In other
words, the problem is to monitor how people’s skills and
awareness evolve and to measure the impact on ROTI and
the corresponding cyber risk reduction. At professional level,
there is a lack of accessible tools for continuous awareness,
training, and skills development on cyber security aspects [31].

In ATM, simulation of real air traffic scenarios is part of
the practical training for both pilots and air traffic controllers.
However, it is very rare that cyber security threats are included
in the exercises. As shown by Strohmeier et al. [32], neither
pilot nor air traffic controllers are prepared to handle cyber-
attacks, and many of them are not even aware that commonly
used communication protocols, such as CPDLC, lack integrity
and authenticity protection. Similar results have been shown by
researchers at LiU, who have developed a tool for simulating
ADS-B and CPDLC attacks and used it to demonstrate and
evaluate how air traffic controllers react to such attacks [33].

III. THE WAY FORWARD: THE SEC-AIRSPACE APPROACH

To address the challenges identified in the previous section,
the SEC-AIRSPACE project has formulated the following
objectives: 1) improving the cyber security risk management
of existing and future ATM systems, and 2) increasing the
cyber security awareness and maturity amongst the ATM
stakeholders. The overall ambition and long-term vision is
to enable a more cyber-resilient ATM, focusing on reducing
the risks of virtualisation and increased data-sharing between
all components of the ATM infrastructure and the relevant
stakeholders.

A. Improving ATM cyber security risk management

SEC-AIRSPACE will enhance the existing methodologies
and the good practices currently adopted in ATM with promi-
nent building blocks for cyber security risk management. Our
baseline will be the typical steps that one may find in most
cyber security risk assessment methodologies, including but
not limited to ISO/IEC 27005 and SecRAM. The intention
is not to propose a new methodology, but rather to provide
the necessary extensions that will be needed to provide better
estimations of the cyber risks in future ATM scenarios.

First, SEC-AIRSPACE will deliver a taxonomy for mod-
elling the elements of future ATM systems. The taxonomy
will be based on a holistic vocabulary that facilitates the
representation of the complete ATM supply chain, including
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Figure 1. Overview over the key contributions for improving established
security risk management processes (figure adapted from ISO/IEC 27005 [5]).

tangible and intangible assets and human, procedural and
organisational aspects. It will also support the representation
of risks related to complex systems-of-systems and service-
oriented architectures, the use of virtualized elements, and
interfaces for data sharing between ATM actors. The ambition
is to facilitate better and more accurate cyber risk assessment
of complex ATM systems and, in a later step, also help
analysing the potential impacts of cyber-attacks with cascading
effects. As illustrated by the first golden star in Figure 1, the
taxonomy will support the context establishment phase of the
security risk assessment, where the identification of critical
assets at risk is one of the main outputs.

Second, to be able to combat cyber threats, modern cyber
security risk management life-cycles must be holistic, mean-
ing they need to consider all the possible sources of risks,
including those arising from the integration of IT systems with
cyber-physical and control systems, and from humans. Indeed,
some security issues are generated by human malicious intents
or errors and should therefore be modelled considering the
interactions among people, organizations, and the technologies
they use [34]. Moreover, a comprehensive cyber risk assess-
ment should include any type of asset at risk. For example,
the recent EU project HERMENEUT [35] demonstrated that
intangible assets, e.g., brand, reputation and human capital are
crucial elements. Another recent EU project DOGANA [36]
studied a cyber risk estimation methodology for human-related
risks derived from social engineering. However, integrated and
holistic cyber risk models and life-cycle are still rarely used,
and SecRAM is no exception. SEC-AIRSPACE will deliver
guidelines to identify vulnerabilities and weaknesses of the
considered ATM systems, including human, procedural and
organisational factors. This will enable the ATM security risk
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assessment practitioners to create a holistic picture of the
cyber threat landscape and identify and analyse relevant risks
(second golden star in Figure 1).

Third, in the highly interconnected ATM world, virtu-
alisation among the systems within this world, cascading
effects, i.e., secondary consequences of an attack on other
organizations and/or sectors become an emerging issue. SEC-
AIRSPACE will review established approaches to prevent such
events and provide a novel analysis of identification, correla-
tion, and mitigation mechanisms. The main contribution will
be a model for analysing dependencies between different ATM
system components, and between ATM systems and other
(critical) infrastructures. As illustrated by the third golden
star in Figure 1, the output will support the risk analysis and
evaluation phases of the security risk assessment process.

Fourth, once cyber security risks are identified, specific
security controls must be applied to reduce the risks to an
acceptable level. SEC-AIRSPACE will provide a new set of
“recommended security controls” for ATM, to mitigate the
threats identified in the earlier steps (fourth golden star in
Figure 1). These security controls will be based on existing
best practices, such as the ISO/IEC 27002 standard [37] and
the SESAR Minimum Set of Security Controls (MSSC) [25],
but adapted to the needs of the future ATM systems. SEC-
AIRSPACE will also analyse the cyber-related human factors
and organisational aspects in the ATM supply chain to identify
key areas where mitigations, such as training and awareness,
redesign of tools and procedures, and increasing engagement
of operators can be more effective. The recommended security
controls will be tagged with cost indicators to help the risk
analyst prioritise different mitigation strategies. Special care
will be taken to avoid conflicts between safety and security,
which otherwise tend to occur when IT security specialists
formulate requirements on safety critical systems [38].

Finally, SEC-AIRSPACE will improve the reviewing and
monitoring of the risks, by providing a method for dynamic
monitoring and assessment of risks, which will be specially
crafted for ATM (fifth golden star in Figure 1). The method
will use the data models of the ATM systems as input and
schematically translate these into risk assessment algorithms,
which will be connected to risk indicators to dynamically
measure and visualize the current level of risk.

B. Increasing cyber security awareness and maturity

To increase the cyber security awareness and maturity
amongst the ATM stakeholders, the SEC-AIRSPACE project
will utilize a cutting-edge application of the general concept
of People Analytics (PA) [39], [40], applied to cyber risk miti-
gation. PA is originally a human resources analytics approach
for managing people at work, which has been successfully
used in many different settings to develop data-driven insights
to improve workforce processes and promote employee ex-
periences. The hypothesis in SEC-AIRSPACE is that PA can
also be successfully used to increase cyber security awareness
while keeping training costs at a minimum. The intention
is to deliver contextualised and personalised cyber security

training, by integrating analytics and visualization techniques
to support the reduction of human-related cyber risks. The
project will first apply the core concepts of PA to Learning
Analytics [41], and then take the results further to generate
Learning Analytics for cyber security. This means generating
the most appropriate cyber security awareness recipe, i.e., what
to teach, to whom and how, with the goal of developing
and growing the ATM organisations’ cyber security culture
based on their current exposure to cyber risk. Awareness and
training will then become a tool to reduce human-related cyber
risks. An overview of the key elements in the application of
PA in the SEC-AIRSPACE project is provided in Figure 2.
As can be seen, the output of this research activity will be
training suggestions for groups of employees, such as air traffic
controllers, selected from the available catalogue of courses in
the ATM organisation and specifically targeted for protecting
the organisation’s assets at risk. These can then be delivered
as recommendations to (other) organisations providing the
training.

C. Project use cases

The SEC-AIRSPACE use cases serve multiple purposes.
First, they will be used to establish the context and the baseline
for the research activities outlined in Section III-A and III-B.
Then, they will be used to validate the key results from
this research. Finally, the use cases will be utilized in the
demonstration, exploitation, and communication of the project
results.

In the first use case, we will investigate the end-to-end
data flow between air traffic controllers and pilots in a fu-
ture scenario of 4D trajectory-based operations [42], where
voice instructions are replaced by digital messaging utilizing
existing, publicly available, IP-based communication infras-
tructures. Here, CPDLC clearances will be sent in advance
of horizontal, vertical and longitudinal trajectory changes,
thereby enabling an optimal path for the airborne aircraft. In
the second use case, we will analyse a conceptual architecture
of a virtual centre. The virtual centre will be built upon
a number of elements, including System-Wide Information
Management (SWIM) principles of data exchange protocols
and open service-oriented architectures.

The two use cases have been carefully selected; they are
both scenarios that illustrate evolving ATM scenarios with dig-
ital infrastructures and services provisioning, with associated
cyber security threats and risks, and they are both in line with
the vision of the development of ATM in the coming decade,
as outlined in the SESAR Strategic Research and Innovation
Agenda for the Digital European Sky [3]. Needless to say,
cyber security is a hot topic of interest in both these use cases.

IV. CONCLUSION

The ATM world is becoming more complex. As outlined
in this paper, the introduction of new actors, new services,
integrated technologies, virtualization, and increased data shar-
ing will expose ATM systems and their critical assets to
new cyber threats and risks. To efficiently protect aviation
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Figure 2. Overview over the key elements in the application of People Analytics.

systems, operators must perform security risk assessments
and implement security controls to mitigate the identified
risks. However, technology, in the form of security controls
will not be enough to combat the threats. When defences
are compromised, operators must detect these breaches, alert
personnel, contain the effects of the breaches, and identify
recovery and mitigation actions based on contingency plans.
Cyber resilience hence requires a holistic view of security risk
assessment, which also includes increased focus on awareness
and training for the humans operating these systems.

The main impact of the SEC-AIRSPACE project will be
increased cyber resilience; our system-wide holistic approach
to cyber security risk management means that cyber-attacks
will be more likely to be identified (and mitigated) at an early
stage. In the longer term, the project results will contribute to
a continued safe delivery of ATM services, despite eventual
cyber-attacks and unwanted variations in the digital informa-
tion chain. This will ensure that air transportation remains the
safest way to travel, also in the future.
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